■ . 

Searching PAJ t 



Page 1 of 2 



PATENT ABSTRACTS OF JAPAN 

(1 1 )Publication number : 2003-233795 
(43)Date of publication of application : 22.08.2003 



(51)Int.CI. G06K 19/10 

G06F 12/14 
G06K 17/00 
G09C 1/00 
H04L 9/32 



(21 Application number : 2002-34601 9 (71 Applicant : MATSUSHITA ELECTRIC IND CO 

LTD 

(22)Date of filing: 28.12.1999 (72)Inventor : HIROTA TERUTO 

TATEBAYASHI MAKOTO 
YUGAWA YASUHEI 
MINAMI MASANAO 
KOZUKA MASAYUKI 



(30)Priority 

Priority number : 1 1 1 1 9441 Priority date : 27.04.1 999 Priority country : JP 

(54) SEMICONDUCTOR MEMORY CARD AND READING DEVICE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a semiconductor 
memory card, which can be used as a storage medium of 
digital literary works, and as a storage medium of general 
computer data (non-literary works) not requiring a 
protection of literary works. 

SOLUTION: This card comprises a control IC 302, a flash 
memory 303, and a ROM 304. The ROM 304 holds a media 
ID 341 and the like unique to this card. The flash memory 
303 has a certification area 332 allowing access for external 
equipment only when certification of the external equipment 
is succeeded, and a non-certification area 331 allowing 
access regardless of the certification results. The control IC 
302 has control parts 325, 326 controlling access to the 
certification area 332 and the non-certification area 331 
from the external equipment, a certification part 321 
executing mutual certification to the external equipment and 
the like. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] It is a semi-conductor memory card removable on electronic equipment. Rewritable 
nonvolatile memory, The control circuit which controls access by said electronic equipment to the 
authentication field and the non-attesting field which are two storage regions where it was beforehand 
set in said nonvolatile memory, It has the area-size modification circuit which changes the area size of 
said authentication field and each of said non-attesting field. Said control circuit The non-attesting field 
access-control section which controls access by said electronic equipment to said non-attesting field, 
The authentication section which tries authentication of said electronic equipment in order to verify the 
justification of said electronic equipment, It has the authentication field access-control section which 
permits access by said electronic equipment to said authentication field only when said authentication 
section succeeds in authentication. Said authentication field and said non-attesting field It is assigned to 
each field obtained by carrying out the storage region where the fixed size in said nonvolatile memory 
continued for 2 minutes. Said area-size modification circuit The authentication field translation table 
showing correspondence with the logical address and the physical address in said authentication field, 
The non-attesting field translation table showing correspondence with the logical address and the 
physical address in said non-attesting field, It has the translation table modification section which 
. changes said authentication field translation table and said authentication field translation table 
according to the instruction from said electronic equipment. Said authentication field access-control 
section Access by said electronic equipment is controlled based on said authentication field translation 
table. Said non-attesting field access-control section Access by said electronic equipment is controlled 
based on said non-attesting field translation table. Said authentication field and said non-attesting field It 
is assigned to the high field and the low field of the physical address obtained by carrying out the 
storage region of said fixed size for 2 minutes, respectively. Said non-attesting field translation table The 
logical address and a physical address are matched so that the ascending order of the logical address 
may turn into ascending order of a physical address. Said authentication field translation table The semi- 
conductor memory card characterized by matching the logical address and a physical address so that the 
ascending order of the logical address may turn into descending order of a physical address. 
[Claim 2] It is the semi-conductor memory card according to claim 1 characterized by for said 
authentication section generating the key data reflecting the result of authentication, decoding said 
authentication field access-control section by the key data by which said authentication section 
generated the enciphered instruction which is sent from said electronic equipment, and controlling 
access to said authentication field according to the decoded instruction. 
[Claim 3] Said authentication section is a semi-conductor memory card according to claim 2 
characterized by generating said key data from the response data generated in order to prove the 
challenge data transmitted to said electronic equipment in order to perform mutual recognition of said 
electronic equipment and a challenge response mold and to verify the justification of said electronic 
equipment, and self justification. 

[Claim 4] The enciphered instruction which is sent from said electronic equipment It consists of the tag 
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section which specifies the classification of access to said authentication field and which is not 
enciphered, and enciphered address part which pinpoints the field to access. Said authentication section 
The semi-conductor memory card according to claim 3 characterized by carrying out execution control 
of the access of the classification specified by the tag section of said instruction to the field which 
decodes the address part of said instruction and is pinpointed by the decoded address using said key 
data. 

[Claim 5] It is the semi-conductor memory card according to claim 4 characterized by equipping said 
semi-conductor memory card with the discernment data store circuit which memorizes beforehand the 
discernment data of the proper which can specify self in distinction from the semi-conductor memory 
card of further others, for said authentication section performing mutual recognition using the 
discernment data stored in said discernment data store circuit, making it dependent on said discernment 
data, and generating said key data. 

[Claim 6] Said semi-conductor memory card is a semi-conductor memory card according to claim 1 
characterized by having the read-only memory circuit in which data were stored further beforehand. 
[Claim 7] Said authentication field and said non-attesting field consist of a storage region which can be 
written for said electronic equipment, and a read-only storage region. Said control circuit has the random 
number generator which generates a random number whenever it accesses further for said electronic 
equipment writing data in said nonvolatile memory. Said authentication field access-control section and 
said non-attesting field access-control section The semi-conductor memory card according to claim 1 
characterized by writing said random number in said read-only storage region matched with said 
encryption data while enciphering and writing said data in the storage region which can write [ said ] the 
obtained encryption data using said random number. 

[Claim 8] Said control circuit is a semi-conductor memory card according to claim 1 characterized by 
having the code decode section which decrypts the data read from said authentication field and said non- 
attesting field while enciphering further the data which should be written in said authentication field and 
said non-attesting field. 

[Claim 9] It is the semi-conductor memory card according to claim 1 characterized by for said 
nonvolatile memory being a flash memory and having the non-eliminated list read-out section which 
sends the information which said control circuit pinpoints the field which is not eliminated [ which 
exists in said authentication field and said authentication field further according to the instruction from 
said electronic equipment ], and shows the field to said electronic equipment. 

[Claim 10] The user key storage section for said authentication section to require the user key which is 
the information on a proper of the user from the user who uses electronic equipment for authentication, 
and for said control circuit memorize said user key further, The identification information storage 
section for memorizing the identification information which can specify the electronic equipment which 
succeeded in authentication by said authentication section, If authentication by said authentication 
section is started, identification information will be acquired from the electronic equipment. The semi- 
conductor memory card according to claim 1 characterized by having the user key demand prohibition 
section in which the demand of the user key by said authentication section is forbidden when the 
identification information inspects whether it is already stored in said identification information storage 
section and is already stored in it. 

[Claim 1 1] It is read-out equipment which reads the digital work stored in the semi-conductor memory 
card according to claim 1. Said semi-conductor memory card While the digital work is stored in the non- 
attesting field, the count which permits read-out of said digital work is beforehand stored in an 
authentication field. Said read-out equipment A decision means to judge whether the count stored in said 
authentication field is read, and read-out is permitted by the count in case the digital work stored in said 
non-attesting field is read, Read-out equipment characterized by having the playback means which 
subtracts said read count and is returned to said authentication field while reading said digital work from 
said non-attesting field, only when the permission is granted. 

[Claim 12] It is read-out equipment which reads the digital work stored in the semi-conductor memory 
card according to claim 1, and is reproduced to an analog signal. Said semi-conductor memory card 
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While the digital work refreshable to an analog signal is stored in the non-attesting field The count 
which permits the digital output by said electronic equipment of said digital work is beforehand stored 
in an authentication field. Said read-out equipment A playback means to read the digital work stored in 
said non-attesting field, and to reproduce to an analog signal, Only when the permission is granted with 
a decision means to judge whether the count stored in said authentication field is read, and the digital 
output is permitted by the count, while outputting said digital work outside with a digital signal Read- 
out equipment characterized by having the digital output means which subtracts said read count and is 
returned to said authentication field. 



[Translation done.] 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the suitable semi-conductor memory card for protection 
of copyrights and read-out equipment of a digital work especially about the semi-conductor memory 
card and its read-out equipment for memorizing a digital work etc. 
[0002] 

[Description of the Prior Art] Digital works, such as a music content, come to be distributed by 
development of a multimedia network technique through communication networks, such as the Internet, 
in recent years, and it has become possible to touch the music in the world etc. at a house. For example, 
after downloading a music content with ^ personal computer (henceforth "PC"), music can be played 
and enjoyed by storing in the semi-conductor memory card with which PC was equipped if needed. 
Moreover, music can also be listened to with a walk by taking out from PC the semi-conductor memory 
card which did in this way and stored the music content, and equipping a pocket mold music 
regenerative apparatus. Such semi-conductor memory cards are non-volatiles, such as a flash memory, 
and are convenient small lightweight cards which contained the semiconductor memory of big storage 
capacity. 

[0003] By the way, when memorizing a digital work to a semi-conductor memory card, in order to 
prevent an unjust copy, in such an electronic music distribution, it is necessary to use a key etc. and to 
encipher contents. Moreover, it is necessary to prevent from copying to other storages etc. depending on 
the file management .software which standard attachment was carried out at PC etc. and has appeared on 
the market widely. 

[0004] The policy which enables access to a semi-conductor memory card only by the software of 
dedication as an approach of preventing such an unjust copy can be considered. For example, when 
authentication between PC and a semi-conductor memory card is successful and it cannot succeed in the 
authentication since it supposes that access to a semi-conductor memory card is permitted and there is 
no software of dedication, the approach of supposing that access to a semi-conductor memory card is 
forbidden can be considered. 
[0005] 

[Problem(s) to be Solved by the Invention] However, in the software of dedication always being needed 
for PC accessing a semi-conductor memory card, it will become impossible to carry out the data 
exchange mutually freely through the unspecified user and unspecified semi-conductor memory card 
which do not own the software of such dedication. Therefore, the convenience that PC can be accessed 
by the file management software by which standard attachment is carried out is no longer acquired, 
without needing the convenience which the conventional semi-conductor memory cards, such as a flash 
plate ATA and CompactFlash (trademark), had, i.e., the software of dedication. 

[0006] That is, although it is suitable as a storage of a digital work in that an accessible semi-conductor 
memory card has the function of protection of copyrights only by the software of dedication, since 
general-purpose use is difficult, there is a trouble that it cannot be used as an auxiliary storage unit in a 
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general computer system. Then, this invention is made in view of such a trouble, and aims at offering 
the semi-conductor memory card [ using as a storage of a digital work is possible and ] which can be 
used also as a storage of the common computer data (non-work) for which protection of copyrights is 
not needed, and its read-out equipment. 
[0007] 

[Means for Solving the Problem] In order to attain the above-mentioned purpose, the semi-conductor 
memory card concerning this invention It is a semi-conductor memory card removable on electronic 
equipment. Rewritable nonvolatile memory, The control circuit which controls access by said electronic 
equipment to the authentication field and the non-attesting field which are two storage regions where it 
was beforehand set in said nonvolatile memory, It has the area-size modification circuit which changes 
the area size of said authentication field and each of said non-attesting field. Said control circuit The 
non-attesting field access-control section which controls access by said electronic equipment to said 
non-attesting field, The authentication section which tries authentication of said electronic equipment in 
order to verify the justification of said electronic equipment, It has the authentication field access- 
control section which permits access by said electronic equipment to said authentication field only when 
said authentication section succeeds in authentication. Said authentication field and said non-attesting 
field It is assigned to each field obtained by carrying out the storage region where the fixed size in said 
nonvolatile memory continued for 2 minutes. Said area-size modification circuit The authentication field 
translation table showing correspondence with the logical address and the physical address in said 
authentication field, The non-attesting field translation table showing correspondence with the logical 
address and the physical address in said non-attesting field, It has the translation table modification 
section which changes said authentication field translation table and said authentication field translation 
table according to the instruction from said electronic equipment. Said authentication field access- 
control section Access by said electronic equipment is controlled based on said authentication field 
translation table. Said non-attesting field access-control section Access by said electronic equipment is 
controlled based on said non-attesting field translation table. Said authentication field and said non- 
attesting field It is assigned to the high field and the low field of the physical address obtained by 
carrying out the storage region of said fixed size for 2 minutes, respectively. Said non-attesting field 
translation table Said authentication field translation table is characterized by matching the logical 
address and a physical address so that the ascending order of the logical address may turn into ascending 
order of a physical address, and matching the logical address and a physical address so that the 
ascending order of the logical address may turn into descending order of a physical address. 
[0008] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention is explained using a 
drawing. Drawing 1 is PC which downloads digital works, such as a music content, through a 
communication network, and drawing showing the appearance of a removable semi-conductor memory 
card (only henceforth a "memory card") in the PC. 

[0009] PC 102 is equipped with a display 103, a keyboard 104, and loudspeaker 106 grade, and is 
connected to the communication line 101 by the modem to build in. And the memory card writer 107 is 
inserted in card slots (memory card writer insertion opening 105), such as PCMCIA which this PC 102 
has. The memory card writer 107 is an adapter which connects PC 102 and a memory card 109 
electrically, and the memory card insertion opening 108 is equipped with the memory card 109. 
[0010] By using such a system, a user can acquire the music data which the content provider on the 
Internet offers by passing through the following procedures. First, a user downloads a desired music 
content to the hard disk of the PC 102 interior through a communication line 101. It is enciphered, and if 
music data remain as it is, they are unreproducible in PCI 02. 

[001 1] In order to reproduce, it is necessary to pay money using a credit card etc. to the content provider 
of a downloading agency. If payment is finished, a password and right information can come to hand 
from a content provider. A password is key data required to cancel the enciphered music data. Right 
information is information which shows the playback conditions permitted to users who show the count 
of refreshable in PC, the count to a memory card which can be written in, and a refreshable period, such 



http://www4.ipdl.ncipi.go.jp/cgi-bin/tran_web_cgi_ejje 



5/17/2006 



JP,2p03-233795,A [DETAILED DESCRIPTION] 



Page 3 of 20 



as a playback term. 

[0012] The user who acquired a password and right information enters the password which came to hand 
from a keyboard 104 to the application program (this program is only hereafter called "application".) of 
dedication to which the copyright protection feature was attached, when carrying out the playback 
output of the music from the loudspeaker 106 of PC 102. Then, the application carries out a playback 
output as voice through a loudspeaker 106, decoding the enciphered music data using a password, after 
checking right information. 

[0013] Moreover, when the writing to a memory card is permitted as right information, the application 
can write the enciphered music data, a password, and right information in a memory card 109. Drawing 
2 is drawing showing the appearance of the recorded message sender for telephone (henceforth a 
"player") 201 of the pocket mold which uses this memory card 109 as a record medium. 
[0014] The liquid crystal display section 203 and a manual operation button 202 are formed in the top 
face of a player 201 , the communication link ports 213, such as USB for connecting with the memory 
card insertion opening 206 for detaching and attaching a memory card 109 and PC 102 grade, are 
established in a near-side side, and the analog output terminal 204, the digital output terminal 205, and 
the analog input terminal 223 grade are prepared in the right lateral. 

[0015] If it is in the condition that playback is permitted, based on the music data stored in the memory 
card 109, a password, and right information, after a player 201 reads and decodes the music data, it is 
changed into an analog signal, and through the headphone 208 connected to the analog output terminal 
204, it will output as voice or it will output the music data under playback to the digital output terminal 
205 with digital data. 

[0016] Moreover, this player 201 can record the music data, the password, and right information which 
were downloaded with that PC 102 on a memory card 109 by changing into digital data the sound signal 
of an analog inputted from the analog input terminal 223 through a microphone etc., recording on a 
memory card 109 or communicating with PC 102 connected through the communication link port 213. 
That is, this player 201 has the function to replace PC 102 shown in drawing 1 , and the memory card 
writer 107, about playback of the music data recorded on record and the memory card 109 of the music 
data to a memory card 109. 

[0017] Drawing 3 is the block diagram showing the hardware configuration of PC 102. PC 102 USB for 
connecting with the modem port for connecting with ROM1 11, RAMI 12, the display 103, and 
communication line 101 which have memorized beforehand CPU1 10, device key 111a, control program 
111b, etc., or a player 201 etc. The memory card writer 107 which connects the communication link port 
113 which it has, a keyboard 104, an internal bus 1 14, and a memory card 109 and an internal bus 214, 
the descrambler 1117 which decodes the encryption music data read from the memory card 109, and the 
decoded music data The AAC decoder 118 based on MPEG 2-AAC (ISO 13818-7) to elongate, D/A 
converter 119 which changes the elongated digital music data into an analog sound signal, a loudspeaker 
106 and file management software, and application It consists of stored hard disk 120 grades. 
[0018] This PC 102 is performing file management software stored in the hard disk 120. It not only can 
use as an auxiliary storage unit which has the file system (IS09293 grade) which became independent 
like a hard disk about the memory card 109, but By performing above-mentioned exclusive application 
stored in the hard disk 120 The modem of the communication link port 113 etc. is minded. Download a 
music content etc. from a communication line 101, or After performing mutual recognition with a 
memory card 109, a music content etc. is stored in a memory card 109, or the music content stored in the 
memory card 109 is read, and a playback output is carried out at a loudspeaker 106. 
[0019] In addition, device key 111a stored in ROM1 1 1 is used for mutual recognition etc. so that it may 
be the private key of a proper and may mention later to this PC 102. Drawin g 4 is the block diagram 
showing the hardware configuration of a player 201. A player 201 The communication link ports 213, 
such as USB for connecting with ROM21 1, RAM212, the liquid crystal display section 203, and PC102 
grade which have memorized beforehand CPU210, device key 211a, control program 211b, etc., a 
manual operation button 202, an internal bus 214, A memory card 109 and an internal bus 214 The card 
I/F section 215 to connect, the authentication circuit 216 which performs mutual recognition with a 
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memory card 109, the descrambler 217 which decodes the encryption music data read from the memory 
card 109, decoded MPEG 2-AAC which carries out music data elongation The analog music signal 
inputted from the AAC decoder 218 based on (ISO 13818-7), D/A converter 219 which changes the 
elongated digital music data into an analog sound signal, the loudspeaker 224, and the analog input 
terminal 223 A/D converter 221 which changes into digital music data, and its digital music data are 
based on MPEG 2-AAC (ISO 13818-7). It consists of the AAC encoder 220 which carries out 
compression coding, the scrambler 222 which enciphers the music data by which compression coding 
was carried out, an analog output terminal 204, a digital output terminal 205, and an analog input 
terminal 223. 

[0020] It is loading control program 211b stored in ROM21 1 to RAM212, and performing CPU210, and 
this player 201 reads the music content stored in the memory card 109, and a playback output is carried 
out or it stores in a loudspeaker 224 the music content inputted through the analog input terminal 223 or 
the communication link port 213 at a memory card 109. That is, it can record music individually, or it 
can reproduce and it not only can enjoy itself, but it can perform record and playback of the music 
content concerning the electronic music distribution downloaded with PC 102 (protection of copyrights 
is needed) like the usual player. 

[0021] Drawing 5 is drawing showing the appearance and hardware configuration of a memory card 
109. The memory card 109 is carrying out the internal organs of the rewritable nonvolatile memory 
which can write in repeatedly, and the storage capacity is 64MB and it operates in response to the power 
source of 3.3 V, and supply of a clock signal from the exterior. Moreover, memory cards 109 are 2.1mm 
in thickness, 32mm long, and a 24mm wide rectangular parallelepiped configuration, they are written in 
the side face, have a prevention switch (write protect SW), and are electrically connected with an 
external instrument by the connection terminal of nine pins. 

[0022] This memory card 109 builds in three IC chips (control IC 302, a flash memory 303, ROM304). 
It has the non-attesting field 331 grade which are the authentication field 332 which is a storage region 
which permits access only to the device which was able to be attested with a flash memory 303 being 
the nonvolatile memory which can rewrite a package elimination mold, and being a just device as a 
logical storage region, and the storage region which permits access, without needing such authentication. 
Here, since the authentication field 332 stores the important data in connection with protection of 
copyrights, it is used, and the non-attesting field 331 is used as an auxiliary storage unit in a general 
computer system. In addition, these two storage regions are classified bordering on the fixed address on 
a flash memory 303. 

[0023] ROM304 has the read-only storage region called a special field, and has held beforehand the 
information on the manufacture manufacture name 342 grade of the media ID 341 which are the 
identification information of a proper, and this memory card 109 to this memory card 109. In addition, it 
is discernment data of the proper which can specify self in distinction from other semi-conductor 
memory cards, and media ID 341 are used for the mutual recognition between devices, and they are used 
here in order to prevent unjust access to the authentication field 332. 

[0024] Control IC 302 is a control circuit which consists of active components (logic gate etc.), and has 
the authentication section 321, the command judging control section 322, the master key storage section 
323, the special field access-control section 324, the authentication field access-control section 325, the 
non-attesting field access-control section 326, and a code and decryption circuit 327 grade. The 
authentication section 321 is a circuit which performs mutual recognition of the phase hand-loom 
machine which is going to access this memory card 109, and a challenge response mold, and attests the 
justification of a phase hand-loom machine by detecting whether it has a random number generator, a 
code machine, etc., and the phase hand-loom machine has the same code machine as that code machine. 
With in addition, the mutual recognition of a challenge response mold Challenge data in a phase hand- 
loom vessel in order to verify the justification of a phase hand-loom machine Delivery, The response 
data with which **** generation of the processing which proves self justification in a phase hand-loom 
machine to it was carried out in **** From a phase hand-loom machine to reception It is that both 
devices perform mutually the authentication step of judging whether a phase hand-loom machine being 
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attested by comparing these challenge data with response data. 

[0025] The command judging control section 322 is a controller which consists of a decoding circuit 
which judges and performs the class of command (instruction to this memory card 109) inputted through 
the command pin, or a control circuit, and controls the various components 321-327 according to the 
class of inputted command, a command — the data of a flash memory 303 - reading - writing - not only 
the command to eliminate but the commands (an address space, command about non-eliminated data, 
etc.) for controlling a flash memory 303 are contained. 

[0026] For example, about R/W of data, the command "SecureRead address count" for accessing the 
authentication field 332, "Secure Write address count 1 ', the command "Read address count" for accessing 
the non-attesting field 331, "Write address count", etc. are defined. Here, "address" is the number of the 
sector of the beginning of a series of sector groups set as the object of R/W, and "count" shows the 
number of sum total sectors to write. Moreover, a sector is a unit at the time of writing data to a memory 
card 109, and is 512 bytes here. 

[0027] The master key storage section 323 has memorized beforehand master key 323a used in order for 
a phase hand-loom machine to use in the case of mutual recognition or to protect the data in a flash 
memory 303. The special field access-control section 324 is a circuit which reads the media ID341 grade 
stored in the special field (ROM304). 

[0028] The authentication field access-control section 325 and the non-attesting field access-control 
section 326 are circuits which perform data writing and read-out to the authentication field 332 and the 
non-attesting field 331 of a flash memory 303, and data are transmitted, respectively and received 
between external instruments (PC 102 and player 201 grade) through four data pins. In addition, when 
rewriting the contents of the flash memory 303, a block (32 sectors, 16 K bytes) is outputted [ these 
access-controls sections 325 and 326 / although it has the buffer memory for 1 block inside and a sector 
is logically outputted and inputted as a unit (access on a command with an external instrument) ] and 
inputted as a unit. When rewriting one certain sector data, while reading the block which corresponds 
from a flash memory 303 to buffer memory and specifically carrying out package elimination of the 
block, after rewriting the applicable sector in buffer memory, the block is returned to a flash memory 
303 from buffer memory. 

[0029] It is the circuit which performs encryption and a decryption using master key 323a stored in the 
master key storage section 323 under control by the authentication field access-control section 325 and 
the non-attesting field access-control section 326, in case a code and the decryption circuit 327 write 
data in a flash memory 303, it enciphers and writes in the data, and when it reads data from a flash 
memory 303, it decrypts the data. This is for preventing a malfeasance, such as stealing the password 
which the inaccurate user decomposed this memory card 109, analyzed the contents of the flash memory 
303 directly, and was stored in the authentication field 332. 

[0030] In addition, control IC 302 has the synchronous circuit which generates the internal clock signal 
which synchronized with the clock signal supplied from a clock pin besides these main components 321- 
327, and is supplied to each component, an volatile storage region, the storage region of a non-volatile, 
etc. Moreover, in order to prevent the alteration of the information stored in the special field (ROM304), 
the ROM304 may be made to build in in control IC 302, or those information may be stored in a flash 
memory 303, and the special field access-control section 324 may apply a limit so that it cannot write in 
from the outside. It is good also as then storing the data enciphered in the code and the decryption circuit 
327. 

[0031] Drawin g 6 is drawing showing the class of storage region of the memory card 109 seen from 
PC 102 or the player 201. The storage region which a memory card 109 has is roughly divided, and are 
three fields, the special field 304, the authentication field 332, and the non-attesting field 331. The 
special field 304 is a read-only field, and reads to the data in this using a device dependent command. 
The authentication field 332 is a field whose R/W is possible, only when authentication is successful 
between PC 102 or a player 201, and a memory card 109, and the enciphered command is used for it 
about access to this field. The non-attesting field 331 is a field which can be written without accessing 
namely, attesting by the command exhibited [ SCSI / ATA, ]. Therefore, to the non-attesting field 331, 
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R/W of data is possible by the file management software on PC 102 like a flash plate ATA and 
CompactFlash (trademark). 

[0032] It supposes that the following information is stored and three storage regions are provided with 
the function and the function of protection of copyrights to the music data concerning an electronic 
music distribution as an auxiliary storage unit of common PC by this. That is, the user data 427 grade 
which is common data with unrelated encryption contents 426 as which the music data set as the object 
of protection of copyrights were enciphered and protection of copyrights is stored in the non-attesting 
field 331. The cryptographic key 425 used as the private key for decoding the encryption contents 426 
stored in the non-attesting field 33 1 is stored in the authentication field 332. And the media ID 341 
which are the information needed in order to access the authentication field 332 are stored in the special 
field 304. 

[0033] PC102 and a player 201 read the media ID 341 first stored in the special field 304 of the memory 
card 109 with which it was equipped, and take out the cryptographic key 425 and right information 
which were stored in the authentication field 332 using it. If playback is permitted using these 
cryptographic keys 425 or right information, it is reproducible, reading the encryption contents 426 in 
the non-attesting field 331, and decoding by the cryptographic key 425. 

[0034] A certain user writes only the music data which came to hand unjustly in the non-attesting field 
331 of a memory card 109 in PC 102 grade, and presupposes that the player 201 tended to be equipped 
with such a memory card 109, and it was going to reproduce. However, although music data are stored 
in the non-attesting field 331 of the memory card 109, since the cryptographic key 425 or right 
information corresponding to the authentication field 332 do not exist, the player 201 cannot reproduce 
the music data. Since the music content is not reproduced even if it reproduces only a music content to a 
memory card 109 by this without being accompanied by the cryptographic key and right information on 
normal, the unjust duplicate of a digital work is prevented. 

[0035] (a) shows the Ruhr in access to each field, d rawin g 7 is drawing showing the limit at the time of 
PC 102 and a player 201 accessing each field of a memory card 109, and the gestalt of a command, and 
(c) is [ (b) shows the Ruhr in modification of the size of each field, and ] the conceptual diagram 
showing the field of a memory card 109. The special field 304 is a read-only field, and can be accessed 
by the device dependent command, without attesting. The media ID 341 stored in this special field 304 
are used for the generation and the decode of an encryption command for accessing the authentication 
field 332. That is, PC102 and a player 201 read these media ID 341, encipher the command which 
accesses the authentication field 332 using this, and send it to a memory card 109. On the other hand, 
the memory card 109 which received the encryption command decodes, interprets and executes the 
encryption command using media ID 341. 

[0036] The authentication field 332 is a field whose access is attained, only when authentication is 
successful between the equipment and the memory cards 109 which access the memory card 109 of 
PC 102 or player 201 grade, and the magnitude is equivalent to the sector of an individual (YYYY+1). 
that is, logically, this authentication field 332 consists of sectors of the 0th - YYYY - having - physical 
- the [ of a flash memory 303 ] - it consists of sectors which have the sector address of XXXX - ** 
(XXXX+YYYY). In addition, sector addresses are a series of numbers uniquely attached to each of all 
sectors that constitute a flash memory 303. 

[0037] The non-attesting field 331 can be accessed by standard commands, such as ATA and SCSI, 
without attesting, and the magnitude is equivalent to the sector of XXXX individual. That is, also 
logically and physically, this non-attesting field 331 consists of the 0th - (XXXX-1) a sector. In addition, 
the alternative block field 501 which consists of an assembly of the shift block for substituting for the 
defective block (block which has the storage region of the defect who cannot write normally) produced 
to the authentication field 332 or the non-attesting field 331 may be beforehand assigned to a flash 
memory 303. 

[0038] Moreover, although the special field 304 can be accessed without authentication, in order to 
prevent the analysis from an inaccurate user, though it cannot access unless it comes out, after attesting, 
it is good, and the command which accesses the special field 304 may be enciphered, next, drawing 7 (b) 
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and (c) - using - the authentication field 332 and the non-attesting field 331 - how to change each area 
size is explained. 

[0039] Although the memory capacity of the sum total of the authentication field 332 and the non- 
attesting field 331 which are established in a flash memory 303 is the fixed value except all the storage 
regions of a flash memory 303 to alternative block field 501 grade, a part for i.e., the sector of an 
individual (XXXX+YYYY +1), each magnitude is changing the value of the boundary address XXXX, 
and serves as adjustable. 

[0040] In order to change area size, it attests first. This is because magnitude cannot be easily changed 
using the software which performs standard program wide opened widely by the user of PC, and unjust 
access. After attesting, it is the device dependent command of field modification, and the magnitude (the 
new number XXXX of sectors) of the non-attesting field 331 is sent to a memory card 109. 
[0041] If the field change command is received, a memory card 109 will save the value XXXX in a 
working area [****/ in a memory card 109 / un-] etc., and will perform the access control to the 
authentication field 332 and the non-attesting field 331 by making the value into the new boundary 
address in subsequent accesses, that is, — while assigning the physical sector of the 0th - XXXX on a 
flash memory 303 to the non-attesting field 33 1 - the - the sector of eye watch [ XXXX - 
(XXXX+YYYY) ] is assigned to the authentication field 332. And based on such new memory 
mapping, the access-control sections 325 and 326 change the logical address and a physical address, or 
supervise generating of violation of access exceeding a field. In addition, the logical address is the 
address in the data space (on a command) at the time of seeing a memory card 109 from an external 
instrument, and a physical address is the address in the data space which has the flash memory 303 of a 
memory card 109. 

[0042] Here, when size of the authentication field 332 is enlarged by making the boundary address 
small, in order to maintain logical compatibility with modification before, the allowance of moving all 
the data stored in the authentication field 332 is needed. For that purpose, what is necessary is only for 
the movement magnitude of the boundary address to move all data in the direction of low order of the 
address (copy), and just to change correspondence relation, for example so that a new physical address 
may be equivalent to the logical address which begins from the new boundary address. The data space is 
expanded maintaining the logical address of the data stored in the authentication field 332 by this. 
[0043] In addition, it is good also as enciphering and using a command also about the device dependent 
command for field modification from a viewpoint which prevents unjust access. Drawin g 8 is the flow 
Fig. showing the actuation in which PC 102 (and player 201) writes contents, such as music data, in a 
memory card 109. Here, the case (S601) where PC 102 writes in a memory card 109 is explained. 
[0044] (1) If PC 102 performs authentication of the authentication section 321 of a memory card 109, 
and a challenge response mold and succeeds in the authentication using device key Ilia etc., it will take 
out master key 323a from a memory card 109 first (S602). 

(2) Next, take out the media ID 341 stored in the special field 304 of a memory card 109 using a device 
dependent command (S603). 

[0045] (3) Then, generate a random number and generate the password for enciphering music data from 
the random number, and master key 323a and Media ID 341 which were taken out now (S604). For 
example, in the above-mentioned authentication, what enciphered the challenge data (random number) 
transmitted to the memory card 109 is used for the random number at this time. 
(4) Encipher the obtained password by master key 323a and media ID 341, and write in the 
authentication field 332 as a cryptographic key 425 (S605). At this time, before transmitting data 
(cryptographic key 425), the command for writing in the authentication field 332 is enciphered, and it 
transmits to the memory card 109. 

[0046] (5) Finally store in the non-attesting field 331 as encryption contents 426, enciphering music data 
with a password (S606). Drawing 9 is the flow Fig. showing the actuation which reads contents, such as 
music data, from a memory card 109, and is reproduced by the player 201 (and PC 102). Here, the case 
(S701) where a player 201 reproduces the music data in a memory card 109 is explained. 
[0047] (1) If a player 201 performs authentication of the authentication section 321 of a memory card 
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109, and a challenge response mold and succeeds in the authentication using device key 211a etc., it will 
take out master key 323a from a memory card 109 first (S702). 

(2) Next, take out the media ID 341 stored in the special field 304 of a memory card 109 using a device 
dependent command (S703). 

[0048] (3) Then, take out the music data encryption key 425 from the authentication field 332 of a 
memory card 109 (S704). At this time, the command for reading from the authentication field 332 is 
enciphered in advance of read-out of data (cryptographic key 425), and it transmits to the memory card 
109. 

(4) Decrypt the obtained cryptographic key 425 by master key 323a and media ID 341, and extract a 
password (S705). The decryption at this time is the inverse transformation of encryption at step S605 
shown in drawin g 8 . 

[0049] (5) Finally, read the encryption contents 426 from the non-attesting field 331, and play music, 
decoding with the password extracted at the above-mentioned step S705 (S706). Thus, the music data 
stored in the non-attesting field 33 1 of a memory card 109 cannot be decoded if there is no 
cryptographic key 425 of the authentication field 332. Therefore, since the music data is normally 
unreproducible even if it copies only music data to injustice at another memory card, the copyright of 
the music data is protected by insurance. 

[0050] Moreover, since access to the authentication field of a memory card is permitted, the protection 
of copyrights of permitting access to the authentication field of a memory card only to the device which 
filled certain conditions with choosing appropriately a device key, encryption algorithm, etc. which are 
used for authentication, and using them only of the device which succeeded in authentication becomes 
possible. In addition, although the password used for that encryption was enciphered by the master key 
and Media ID and it was stored in the authentication field 332 as a cryptographic key in this example 
when recording encryption contents on a memory card 109 (S605), it is good also as enciphering using 
either a master key and the media ID. The advantage that the circuit scale of a memory card 109 or 
player 201 grade becomes small with simplification of encryption by this although there is a possibility 
that the reinforcement of a code may fall is acquired. 

[0051] Moreover, according to authentication, although the player 201 and PC 102 took out master key 
323a from the memory card 109, they may embed the master key 323a beforehand at a player 201 or 
PC 102, may encipher master key 323a, and may store it in the special field 304 as an encryption master 
key. Next, the example which stored "the count of read-out", and the example which stored "the count of 
digital output authorization" are shown as an example of an activity of the authentication field of such a 
memory card. 

[0052] Drawing 10 is the flow Fig. showing the actuation in which the player 201 (and PC 102) was 
stored in the authentication field of a memory card 109, and which reads and operates a count 812. Here, 
the case (S801) where reproducing the music data which were stored in the memory card 109 and with 
which the player 201 was stored in the non-attesting field 33 1 of a memory card 109 to a sound signal is 
permitted is explained only within the limits of a count 812 by reading. 

[0053] (1) If a player 201 performs authentication of the authentication section 321 of a memory card 
109, and a challenge response mold and succeeds in the authentication using device key 211a etc., it will 
take out master key 323a from a memory card 109 first (S802). 

(2) Next, take out the media ID 341 stored in the special field 304 of a memory card 109 using a device 
dependent command (S803). 

[0054] (3) Then, take out the music data encryption key 425 from the authentication field 332 of a 
memory card 109 (S704). At this time, the command for reading from the authentication field 332 is 
enciphered in advance of read-out of data (cryptographic key 425), and it transmits to the memory card 
109. 

(4) Next, read from the authentication field 332 of a memory card 109, take out a count 812, and inspect 
the value (S804). Consequently, when it is the value of the purport to which read-out with the 
unrestricted value is permitted, music is played according to the procedure (S704-S706) shown in 
drawing 9 , and the same procedure (S806-S808). 
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[0055] (5) On the other hand, when the count 812 of read-out shows 0, judge with playback not being 
permitted any longer (S805), and end regeneration (S809). When that is not right, the one count 812 of 
read-out is subtracted, and after returning the result to the authentication field 332, music is played 
according to (S805) and the above-mentioned procedure (S806-S808). 

[0056] Thus, it becomes possible to control the count of the music playback by the player 201 by 
[ which specified the count of playback permitted beforehand as the authentication field 332 of a 
memory card 109 ] reading and storing the count 812. It becomes possible to apply to the analog 
playback by for example, the rental CD, a KIOSK terminal, etc. by this. 

[0057] In addition, it can replace with the count 812 of read-out, and the total time amount which can 
reproduce a music content can also be restricted by considering as "read-out time amount." Moreover, a 
count and time amount may be combined. Furthermore, the count 812 of read-out may subtract the 
count, only when continuing being reproduced exceeding fixed time amount, such as 10 etc. seconds, 
after starting playback. Moreover, the count 812 of read-out is good also as enciphering and storing, in 
order to prevent an unjust alteration. 

[0058] Drawing 1 1 is the flow Fig. showing the actuation which operates the count 913 of digital output 
authorization by which the player 201 (and PC 102) was stored in the authentication field of a memory 
card 109. Here, the case (S901) where it is permitted that a player 201 reads and. carries out the digital 
output of the music data stored in the non-attesting field 331 of a memory card 109 only within the 
limits of the count 913 of digital output authorization stored in the memory card 109 is explained. 
[0059] (1) A player 201 extracts the password which takes out master key 323a like the case (S701- 
S705) of the playback shown in drawin g 9 after attesting with a memory card 109 (S902), takes out 
media ID 341 (S903), and takes out a cryptographic key 425 (S904) (S905). 

(2) Next, take out the count 913 of digital output authorization from the authentication field 332 of a 
memory card 109, and inspect the value (S906). Consequently, when it is the value of the purport to 
which a digital output with the unrestricted value is permitted, the encryption contents 426 are read from 
the non-attesting field 331, and it outputs from the digital output terminal 205 as digital music data, 
decoding with the password extracted^at the above-mentioned step S905 (S909). 
[0060] (3) On the other hand, when the count 913 of digital output authorization shows 0, judge with the 
digital output not being permitted any longer (S908), and perform only playback by analog output 
(S908). That is, the encryption contents 426 are read from the non-attesting field 331, and music is 
played, decoding with a password (S908). 

(4) When the fixed count of a limit whose count 913 of digital output authorization which it began to 
read is not 0 is shown, read the encryption contents 426 from (S907) and the non-attesting field 33 1 after 
subtracting the one count and returning the result to the authentication field 332, and output from the 
digital output terminal 205 as digital music data, decoding with the password extracted at the above- 
mentioned step S905 (S909). 

[0061] Thus, it becomes possible to control the count of the digital output of the music data based on a 
player 201 by storing the count 913 of digital output authorization which specified the count of the 
digital output permitted beforehand as the authentication field 332 of a memory card 109. By this, the 
application to the digital playback by for example, the rental CD, a KIOSK terminal, etc., i.e., 
employment which permits a copy by the count which specified digital dubbing of the music data 
memorized to the memory card as the origin of comprehension of a copyright person, is realized. 
[0062] In addition, like the case of "the count of read-out", it can replace with the count 913 of digital 
output authorization, and the total time amount which can output a music content with digital data can 
also be restricted by considering as "digital output authorization time amount." Moreover, a count and 
time amount may be combined. Furthermore, after the count 913 of digital output authorization starts the 
output, only when continuing being outputted exceeding fixed time amount, such as 10 etc. seconds, it 
may subtract the count. Moreover, the count 913 of digital output authorization is good also as 
enciphering and storing, in order to prevent an unjust alteration. 

[0063] Furthermore, the function in which only the count specified by a copyright person increases the 
count of digital output authorization by paying price into a copyright person may be added. Next, the 



http://www4.ipdl.ncipi.go.jp/cgi-bin/tran_web_cgi_ejje 



5/17/2006 



. JP,2003-233795,A [DETAILED DESCRIPTION] 



Page 10 of 20 



physical DS (a sector and structure of an ECC block) of this memory card 109 is explained. In this 
memory card 109, suitable DS to prevent the malfeasance accompanying backup and restoration of the 
data stored in the flash memory 303, the malfeasance accompanying the alteration of data, etc. is 
adopted. That is, above "counts of read-out" and "the counts of digital output authorization" may be 
stored in the authentication field 332, and the following attacks may be received by the method counted 
down whenever it performs these actions. 

[0064] That is, when music playback is repeated and these counts are set to 0 after backing up the stored 
data of the flash memory 303 whole to an external auxiliary storage unit etc., by restoring backup data, 
music playback can be repeated again or it is possible [ it ] to repeat music playback unjustly altering the 
"count of read-out" itself. Therefore, the allowance which prevents such an action is needed. 
[0065] Drawing 12 is drawing showing DS common to the authentication field 332 and the non-attesting 
field 331 of a memory card 109, and the flow of the R/W processing corresponding to the DS. the 
counter value which the random number generator 1003 which the authentication section 321 grade of 
control IC 302 has generates here - the time - as a strange key - using - having . 
[0066] 16 bytes of extended partition 1005 is assigned to a flash memory 303 512 bytes of every sector 
1004. The data with which each sector was enciphered with the counter value are stored. An extended 
partition 1005 consists of a strange field 1007 at the time of 8 bytes for storing the counter value used 
for generation of the 8 bytes of ECC data 1006 and encryption data for storing the error correcting code 
of the encryption data stored in the corresponding sector. 

[0067] In addition, logically (using the command wide opened by the user), an accessible field is only a 
sector 1004 and an extended partition 1005 is a field where it is accessible that it is only physical (as 
control by the equipment which write a memory card), even if only sector data are altered by 
considering as such DS using a command etc. - the time ~ strange - since the contents of field 1007 are 
not changed, an unjust alteration can be prevented by using those adjustments. 
[0068] Specifically, PC102 and a player 201 store or read data to the authentication field 332 and the 
non-attesting field 331 of a flash memory 303 according to the following procedures every sector 1004. 
Here, a procedure in case PC 102 writes data in a memory card 109 (SI 001) is explained first. 

(1) PCI 02 requires issue of a counter value from a memory card 109. Then, the control IC 302 in a 
memory card 109 generates a random number with the internal random number generator 1003 (SI 005), 
and sends it to PC 102 grade by making the random number into a counter value (SI 002). 

[0069] (2) Generate a password from the acquired counter value, and master key 323a and Media ID 341 
which are already acquired (SI 003). 

(3) Send to a memory card 109, enciphering with a password the data for 1 sector which should be 
written in (SI 004). At this time, the (4) memory card 109 which also sends the information which 
specifies the sector which should be written in, and the counter value used for encryption together writes 
the received encryption data in the specified sector 1004 (SI 006). 

[0070] (5) Calculate ECC from the encryption data and write in the extended partition 1005 
corresponding to the above-mentioned sector as ECC data 1006 (SI 007). 

(6) then, the counter value received with the above-mentioned encryption data - the time « strange ~ 
write in field 1007 (SI 008). 

Next, a procedure in case PC 102 reads data from a memory card 109 (SI 01 1) is explained. 
[0071] (1) PC 102 specifies a sector to a memory card 109 — require both read-out of data. Then, a 
memory card 109 reads only the encryption data of the specified sector 1004 first, and outputs them to 
PC 102 (SI 016), and PC 102 receives the encryption data (SI 01 2). 

(2) Next, a memory card 109 reads the counter value stored in the strange field 1007 at the time of the 
extended partition 1005 corresponding to the specified sector 1004, and outputs it to PC 102 (S1017), 
and PC 102 receives the counter value (SI 01 3). 

[0072] (3) Generate a password from the counter value which it began to read, and master key 323a and 
Media ID 341 which are already acquired (SI 01 4). 

(4) Decode encryption data using the password (S1015). 

the case where the data of a sector 1004 are changed by the unjust alteration etc. here - the time - 
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strange — mismatching with the counter value read from field 1007 arises, and it is not restored to the 
original data. 

[0073] Thus, from a user, the strange field 1007 can be formed in a flash memory 303 at the time as a 
hiding (it cannot access) field which is not visible, and the alteration of the data by the inaccurate user 
can be prevented by enciphering and storing data with the password depending on the counter value 
stored there, in addition — here — the time ~ strange - although field 1007 considered as the extended 
partition 1005 for storing ECC, as long as it is a field whose rewriting is impossible from the exterior of 
a memory card, it may be prepared in other fields in a flash memory 303. 

[0074] Moreover, although the counter value was a random number, it is good also as a value which 
considers as timer values, such as time of day which changes every moment, or shows the count of 
writing to a flash memory 303. Next, a desirable example is explained about matching with the logical 
address of a flash memory 303, and a physical address. Drawing 13 is drawing showing signs that 
correspondence with the logical address and a physical address is changed, and the translation table 
1101 corresponding to [ (a) ] (a) in (c) and (d) show the translation table 1 101 corresponding to (b) 
corresponding to the correspondence relation after modification in the correspondence relation before 
modification, and (b). 

[0075] Here, it is the table which makes a group all the logical addresses (here number of a logical 
block), and the physical address (number of the physical block which constitutes a flash memory 303 
here) corresponding to each logical address, and memorizes them, a translation table 1 101 is saved in a 
storage region [****/ in control IC 302 / un-] etc., and in case the logical address is changed into a 
physical address by the authentication field access-control section 325 or the non-attesting field access- 
control section 326, it is referred to. 

[0076] The device which accesses a memory card 109 can write data in not all the data space (all 
physical blocks that constitute a flash memory 303) that exists physically in a memory card 109, but can 
write data only in the logical data space (logical block) which can be pinpointed with the logical address. 
One of the reason of this is because the alternative field for replacing that field must be secured when it 
becomes impossible to write by damaging a part of flash memory 303. And since the logical continuity 
of a file it is discontinuous by reflecting modification of the matching in a translation table from the 
physical block which plurality follows is maintained even if it is the case where such a defective block is 
replaced with the block in an alternative field, it can be pretended that breakage did not arise to the 
external instrument. 

[0077] However, if it has repeated storing in a memory card 109 the file which consists of two or more 
blocks, or deleting it, the fragmentation of a logical block will increase. That is, as shown in drawin g 1 3 
(a), in spite of being the logical block which constitutes the same file filel, those logical addresses will 
become discontinuity. 

[0078] Now, since it cannot write to the logical continuation field of a memory card 109 for example, 
when it is going to store music data in a memory card 109, it will be necessary to publish a write 
command "Write address count" for every block, and drawing speed will fall. Similarly, in spite of being 
music data which constitute one music also in read-out actuation, it will be necessary to read for every 
block and to publish a command "Read address count", and real-time playback of music data will be 
difficult. 

[0079] As an approach of solving this problem, the control IC 302 of this memory card 109 has the 
function which rewrites a translation table 1101 based on the command from an external instrument. 
Specifically, the command judging control section 322 of control IC 302 will rewrite a translation table 
1101 using the parameter which interprets the command and is sent continuously, if the device 
dependent command for rewriting a translation table 1101 is inputted from a command pin. 
[0080] The concrete actuation is as being shown in drawin g 13 . Before the above-mentioned device 
dependent command is sent now, as a flash memory 303 is shown in draw ing 13 (a), the data which 
constitute a file filel exist in physical addresses 0 and 2, and suppose that the data which constitute a file 
file2 in a physical address 1 exist. And as shown in a translation table 1101 at drawin g 13 (c), suppose 
that the contents a physical address and whose logical address correspond are held. That is, suppose that 
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the data of a file file2 are inserted into the data of another file filel, and are stored on the logical address 
like a physical address top. 

[0081] the external instrument which will be obtained and carried out if I will cancel such a condition 
sends the above-mentioned device dependent command and parameter which show the purport which 
secures the continuity of the specific file filel to a flash memory 303. Then, the command judging 
control section 322 of a memory card 109 rewrites a translation table 1 101 by the contents shown in 
drawin g 13 (d) according to the device dependent command and parameter. That is, the logic of a flash 
memory 303 and the correspondence relation of a physical address are changed as shown in drawin g 13 
(b). 

[0082] As shown in the related Fig. shown in drawing 13 (b), although arrangement of a physical block 
is not changing, it is rearranged so that two logical blocks which constitute a file filel may continue. By 
this, the external instrument is that a twist can also access a file filel at a high speed till then after next 
access. 

[0083] the authentication field 332 of not only in order that modification of the above translation tables 
1101 may fix the fragmentation of a logical block, but the flash memory 303, and the non-attesting field 
331 — it is used also when changing each size. Since what is necessary is just to rewrite a translation 
table 1 101 so that it may be assigned as a physical block of the field where the physical block of the 
field which makes size small enlarges size at this time, high-speed field modification is attained. 
[0084] Next, the function about the non-eliminated block which this memory card 109 has, and the 
actuation at the time of specifically receiving a non-eliminated list command and an elimination 
command are explained. Here, a non-eliminated block is a physical block in a flash memory 303, 
writing was performed in the past and the block which is in the condition of not eliminating, physically 
is said. That is, a non-eliminated block is a physical block for which package elimination is needed, 
before being used for a degree (written in). 

[0085] Moreover, the command judging control section 322 is one of the commands in which an 
interpretation and activation are possible, and a non-eliminated list command is a command for 
acquiring the list of the numbers of all non-eliminated blocks that exist in the flash memory 303 at the 
time. Before the flash memory 303 currently used for the memory card 109 writes in, package 
elimination in a block unit is needed, but since the elimination processing occupies about the one half of 
write-in time amount, the direction eliminated beforehand can write it in a high speed more. Then, this 
memory card 109 provides the external instrument with the non-eliminated list command and the 
elimination command, in order to give those facilities. 

[0086] Now, let a flash memory 303 be the busy condition of a logical block as shown in drawin g 14 
(a), and a physical block. Here, logical blocks 0-2 are using it, and physical blocks 0-2, and 4 and 5 have 
become a non-eliminated block. In this condition, the non-eliminated list 1203 currently held in the 
command judging control section 322 serves as contents shown in drawing 14 (b). Here, the non- 
eliminated list 1203 is a storage table which consists of an entry corresponding to all the physical blocks 
that constitute a flash memory 303, and the value (in "0" and not eliminating, it is "1" when finishing 
[ elimination ]) according to the elimination condition of a corresponding physical block is held under 
control by the command judging control section 322. 

[0087] Drawin gjli (c) is the flow Fig. showing actuation in case PC 102 and a player 201 eliminate a 
block in advance using a non-eliminated list command and an elimination command in such a condition. 
In addition, as shown in drawin g 14 (d), tables, such as FAT (File Allocation Table) which shows the 
busy condition of a logical block, shall be stored in a flash memory 303. 

[0088] PC 102 and the external instrument of player 201 grade publish a non-eliminated list command to 
this memory card 109 in the idle time which access to a memory card 109 has not generated (SI 201). 
The command judging control section 322 of the memory card 109 which received the command is 
referring to the non-eliminated list 1203 which it has inside, specifies the numbers 0-2 of the physical 
block into which status value 1 is registered, and 4 and 5, and returns it to the external instrument. 
[0089] Then, an external instrument is referring to the table showing the busy condition of the logical 
block shown in drawing 14 (d) stored in the flash memory 303, and the block which is not used logically 
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is specified (step SI 202). And based on the information acquired at the two above-mentioned steps 
SI 201 and SI 202, an eliminable block, i.e., the elimination command which specified the number of 
these blocks 4 and 5 to (step SI 203) and a memory card 109 after specifying a block [****/ un-] (here, 
they are physical blocks 4 and 5) physically [ did not use it logically and ], is published (step SI 204). 
The command judging control section 322 of the memory card 109 which received the command carries 
out package elimination of the physical blocks 4 and 5 specified by taking out directions to the access- 
control sections 325 and 326 etc. 

[0090] Since the elimination processing to the physical block becomes unnecessary by this when the 
writing to the physical blocks 4 and 5 occurs, high-speed writing is attained. Next, the function about 
protection of the personal data which this memory card 109 has, and in case a memory card 109 
specifically attests an external instrument, the protection feature of the personal data in the case of 
needing the personal data of the user who uses that external instrument is explained. Here, personal data 
are data for identifying the user uniquely, and are data for making a memory card 109 identify as a user 
of normal to whom access to the authentication field 332 of a memory card 109 was permitted. 
[0091] In such a case, it sets and there is un-arranging [ which requires the thing to the authentication 
field 332 for which personal data are repeatedly inputted at every access to a user, is intercepted by the 
inaccurate person in our having decided to store the personal data in the authentication field 332, or is 
looked at by other users who have the authority to access the authentication field 332 ]. 
[0092] In order to prevent this, how to store after enciphering about personal data as well as music data 
with the password which the individual set up can be considered. However, when a password is set up, 
whenever it sees the personal data, a password must be entered, a procedure is troublesome and the 
management is also needed. Then, this memory card 109 has the fiinction to avoid repeating and 
inputting personal data superfluously. 

[0093] Drawin g 15 is drawing showing the communication link sequence and the main components 
between the player 201 for authentication, and a memory card 109. In addition, processing shown in this 
Fig. is mainly realized by the authentication circuit 216 of a player 201, and the authentication section 
321 of a memory card 109. As shown in this Fig., the authentication circuit 216 of a player 201 has 
remembered beforehand device-dependent [ which is ID of a proper / ID / 1302 ] to be the master key 

1301 which is the same private key as master key 323a held at the memory card 109 other than 
functions, such as encryption and a decryption, to the players 201, such as a serial number (second/n). 
[0094] Moreover, otherwise, the authentication section 321 of a memory card 109 has the device- 
dependent ID group storage region 1310 and the user key storage region 1311 which are two storage 
regions [****/ un-] in functions, such as encryption, a decryption, and a comparison. The device- 
dependent ID group storage region 1310 is a storage region for memorizing device-dependent [ of all the 
devices by which access to the authentication field 332 of this memory card 109 was permitted / ID ], 
and the user key storage region 1311 is a storage region for memorizing the user key sent from the 
device as personal data. 

[0095] The concrete authentication procedure is as follows. In addition, in transmission and reception, it 
is enciphered and transmitted and all data are decoded by the receiving side. And the key used for 
encryption and a decryption with the following procedure whenever a procedure progresses is generated. 

(1) If a memory card 109 and a player 201 are connected, first, a player 201 will encipher device- 
dependent [ ID / 1302 ] using the master key 1301, and will send it to a memory card 109. 
[0096] (2) A memory card 109 inspects whether device-dependent [ which was received / which was 
enciphered / ID / 1302 ] is decoded by master key 323a, and device-dependent [ which was obtained / 
ID / 1302 ] is already stored in the device-dependent ID group storage region 1310. 
(3) Consequently, notify the purport that authentication was successful when device-dependent [ ID / 

1302 ] was already stored to a player 201, and on the other hand, when device-dependent [ ID / 1302 ] is 
not stored,* require a user key from a player 201. 

[0097] (4) After a player 201 demands the input of a user key from a user, it acquires the user key as 
personal data from a user, and sends the user key to a memory card 109. 
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(5) It stores in the device-dependent ID group storage region 1310 device-dependent [ which was gained 
at the above-mentioned step (3) / ID / 1302 ] while a memory card 109 compares the sent user key with 
the thing beforehand stored in the user key storage region 1311, and it notifies the purport that 
authentication was successful to a player 201, when in agreement, or when the user key storage region 
1311 is empty. 

[0098] When the device and memory card 109 which a user owns are connected for the first time by 
this, the input of personal data (user key) is needed, but since device-dependent [ of the device / ID ] is 
used for 2nd henceforth and authentication is automatically successful, the input of personal data is not 
required again. Next, the modification of the Challenge Handshake Authentication Protocol of this 
memory card 109, and a PC 102 and the external instrument of player 201 grade is explained using 
drawin g 16 and drawing 17 . 

[0099] Drawin g 16 is the communication link sequence diagram showing the authentication procedure 
of the memory card 109 and external instrument (here player 201) concerning a modification. 
Processing here is mainly realized by the authentication section 321 of the control program 111b and the 
memory card 109 of the authentication circuit 216 of the player 201 concerning a modification, and 
PC 102. moreover, the enciphered master key (encryption master key 323b) stores in the master key 
storage section 323 of a memory card 109 - having - **** - the special field 304 - media ID 341 - in 
addition, the secure media ID 343 which encipher the media ID 341 and are obtained shall be stored 
[0100] First, a player 201 is emitting a command to a memory card 109, takes out master key 323b of a 
memory card 109, and decodes it by device key 21 la. A decode algorithm here corresponds to the 
cryptographic algorithm used when encryption master key 323b stored in the memory card 109 was 
generated. Therefore, if device key 21 la which this player 201 has was planned (thing of normal), this 
decode will revert to the original master key. 

[0101] Then, a player 201 is emitting a command to a memory card 109, takes out the media ID 341 of a 
memory card 109, and enciphers them with the restored above-mentioned master key. Cryptographic 
algorithm here is the same as that of the cryptographic algorithm used when the secure media ID 343 
stored in the memory card 109 were generated. Therefore, the same secure media ID as the secure media 
ID 343 which a memory card 109 has are obtained by encryption here. 

[0102] Then, a player 201 and a memory card 109 perform mutual recognition using each of these 
secure media ID. Consequently, also in which device, the information which shows whether it 
succeeded in authentication of a phase hand-loom machine (OK/NG), and the secure key which is a 
strange key when becoming settled depending on the authentication result are generated. This secure key 
has the property changed whenever it repeats mutual recognition only in accordance with the case where 
both devices 201 and 109 succeed in authentication. 

[0103] Then, if it succeeds in mutual recognition, a player 201 will generate the command for accessing 
the authentication field 332 of a memory card 109. If it is the case where data are read from the 
authentication field 332, the parameter (the address "address" of 24 bit length and count of 8 bit length 
"count") of the command "SecureReadaddress count" will be enciphered with a secure key, and, 
specifically, the encryption command which connects the obtained encryption parameter and the tag 
(code of 6 bit length which shows the class "SecureRead" of command) of the command, and is obtained 
will be sent to a memory card 109. 

[0104] The memory card 109 which received the encryption command judges the class of command 
from the tag. Here, it judges with it being, a read-out command "SecureRead" from the authentication 
field 332. Consequently, when it judges with it being an access command to the authentication field 332, 
the parameter contained in the command is decoded with the secure key obtained by mutual recognition. 
Since a decode algorithm here corresponds to the cryptographic algorithm used when generating an 
encryption command in a player 201, if mutual recognition was successful (i.e., if the secure key used 
by both devices is in agreement), the parameter obtained by this decode will become equal to the 
original parameter used by the player 201. 

[0105] And a memory card 109 reads the cryptographic key 425 stored in the sector specified with the 
decoded parameter from the authentication field 332, enciphers it with a secure key, and transmits to a 
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player 201 . A player 201 decodes the sent data using the secure key obtained by mutual recognition. 
Since a decode algorithm here is equivalent to the algorithm used for encryption of a cryptographic key 
425 in the memory card 109, if mutual recognition was successful (i.e., if the secure key used by both 
devices is in agreement), the data obtained by this decode are in agreement with the original 
cryptographic key 425. 

[0106] In addition, a memory card 109 cancels the secure key used for it whenever it finished activation 
of the access command to the authentication field 332 (elimination). By this, whenever the external 
instrument which accesses the authentication field 332 of a memory card 109 sent out one command, it 
needed to perform mutual recognition in advance, and it needs to pass it to it. Drawing 1 7 is the 
communication link sequence diagram showing the detailed procedure in the mutual recognition shown 
in drawing 16 . Here, a memory card 109 and a player 201 perform mutual recognition of a challenge 
response mold. 

[0107] In order to verify the justification of a player 201, a memory card 109 generates a random 
number and sends it to a player 201 by making it into challenge data. In order to prove self justification, 
a player 201 enciphers the challenge data and returns it to a memory card 109 as response data. A 
memory card 109 compares the response data with the encryption challenge data which encipher the 
random number sent as challenge data, and are obtained, when in agreement, recognizes it as (O.K.) 
which succeeded in authentication of a player 201, and receives the access command to the 
authentication field 332 sent from the player 201. On the other hand, the activation is refused, even if it 
has recognized it as having carried out (NG) which did not succeed in authentication and the access 
command from the player 201 to the authentication field 332 has been sent after that, when not in 
agreement as a result of a comparison. 

[0108] Similarly, a player 201 performs the same exchange as the above-mentioned authentication, in 
order to verify the justification of a memory card 109. That is, a random number is generated and it 
sends to a memory card 109 by making it into challenge data. In order to prove self justification, a 
memory card 109 enciphers the challenge data, and returns it to a player 201 as response data. A player 
201 compares the response data with the encryption challenge data which encipher the random number 
sent as challenge data, and are obtained, when in agreement, recognizes it as (O.K.) which succeeded in 
authentication of a memory card 109, and performs AKUSESUKO to the authentication field 332 of the 
memory card 109. On the other hand, when not in agreement as a result of a comparison, it is recognized 
as having carried out (NG) which did not succeed in authentication, and access to the authentication 
field 332 of the memory card 109 is given up. 

[0109] In addition, the encryption algorithm in these mutual recognition is altogether the same as long as 
a memory card 109 and a player 201 are just devices. Moreover, a memory card 109 and a player 201 
carry out EXCLUSIVE OR operation of the encryption challenge data and response data which were 
generated in each authentication and certification, and they are used for them by using the obtained 
result as a secure key for access to the authentication field 332 of a memory card 109. doing so ~ things 
— both sides -- a device -- 109 - and - 201 -- mutual recognition -- having succeeded -- a case - being 
common — ** — becoming — and — the time — being strange -- secure ones — a key — sharing — suiting 

things -- being possible - ** -- becoming - this - authentication -- a field - 332 - accessing -- 
conditions - ****** - mutual recognition - succeeding --****-- things — conditions — ** -- carrying 
out— having - ******** . 

[0110] In addition, it is good as a generation method of a secure key also as taking the exclusive OR of 
encryption challenge data, response data, and the secure media ID. Next, the modification about the 
modification function of the boundary line of the authentication field 332 of this memory card 109 and 
the non-attesting field 331 is explained using drawin g 18 and drawing 19 . Drawin g 18 is drawing 
showing the busy condition of the flash memory 303 before changing a boundary line. Drawing 18 (a) is 
a memory map in which the configuration of the physical block of a flash memory 303 is shown. 
[0111] Drawing 1 8 (b) is the translation table 1 103 of non-attesting field 331 dedication put on a storage 
region [ **** / in the non-attesting field access-control section 326 / un-] etc., and the correspondence 
relation between the logical block of the non-attesting field 331 and a physical block is stored. By 
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referring to this translation table 1 103, the non-attesting field access-control section 326 can change the 
logical address into a physical address, or can detect violation of access exceeding a quota field. 
[0112] Drawin g 1 8 (c) is the translation table 1 102 of authentication field 332 dedication put on a 
storage region [ **** / in the authentication field access-control section 325 / un-] etc., and the 
correspondence relation between the logical block of the authentication field 332 and a physical block is 
stored. By referring to this translation table 1 102, the authentication field access-control section 325 can 
change the logical address into a physical address, or can detect violation of access exceeding a quota 
field. 

[0113] As shown in d rawin g 1 8 (a) before modification of a boundary line, the physical block 0000 
located in a lower address rather than a boundary line among the storage regions (a physical block 0000 
- EFFF) except the alternative field of a flash memory 303 - DFFF are assigned to the non-attesting field 
331, and the physical block E000 located in an upper address - EFFF are assigned to the authentication 
field 332. 

[0114] And in the non-attesting field 33 1, as shown in the translation table 1 102 shown in drawing 1 8 
(b), it is matched so that the number of a physical block and a logical block may be in agreement. As 
shown on the other hand in the translation table 1 103 shown in drawing 1 8 (c), in the authentication 
field 332, as for the physical block and the logical block, the list of the number is a reverse order. That 
is, a logical block 0000 - each 0FFF support physical block EFFF-E000. This is because the logical 
block took into consideration the time and effort of being used for ascending order, data evacuation of 
the physical block which field modification produced when a boundary line was moved, or migration 
processing. 

[0115] Drawing JL9 (a) - (c) is drawing showing the busy condition of the flash memory 303 after 
changing a boundary line, and corresponds to draw ing 18 [ before modification ] (a) - (c), respectively. 
In addition, modification of a boundary line is realized when the command of the dedication which 
specifies the address is inputted into the command judging control section 322 from a command pin, and 
the translation table 1 102 in the authentication field access-control section 325 and the translation table 
1 103 in the non-attesting field 331 are rewritten by the command judging control section 322. 
[0116] Drawing 19 (a) As shown in - (c), the boundary line placed between a physical block E000 and 
DFFF is moved between a physical block D000 and CFFF here. That is, only 1000 (hex) individual 
decreases the size of the non-attesting field 331, and only 1000 (hex) is making the size of the 
authentication field 332 increase. In connection with it, as shown in drawing 19 (b), the size of the 
translation table 1 103 of the non-attesting field 331 decreases an entered part of 1000 (hex) individuals, 
consequently the physical block 0000 corresponding to a logical block 0000 - CFFF - CFFF are shown. 
On the other hand, as shown in drawing 19 (c), it is increased by the size of the translation table 1 102 of 
the authentication field 332 an entered part of 1000 (hex) individuals, consequently physical block 
EFFF-D000 corresponding to logical-block 0000- 1 FFF is shown. 

[0117] Thus, it becomes possible by changing a non-attesting field and an authentication field according 
to a boundary line, and changing the size of each field by migration of a break and its boundary line in 
the fixed field of a flash memory 303, to make it correspond, when making into main applications 
various application of this memory card 109, for example, storing of the digital work which should be 
protected, or when [ that ] reverse. 

[0118] and a non-attesting field and an authentication field - also in any, time and effort accompanying 
migration of a boundary line, such as data evacuation and migration processing, is reduced by matching 
a logical block and a physical block so that it may be used toward the physical block of the address near 
a boundary line from the physical block of the address distant from a boundary line. Moreover, such 
matching is separating into the translation, table 1 102 of authentication field 332 dedication, and the 
translation table 1 103 of non-attesting field 331 dedication, and preparing, and it becomes easy the to 
realize it. 

[0119] In addition, in the authentication field 332, although the logical address and a physical address 
had become a reverse order in the unit of a block, it is not restricted to such a unit, for example, is good 
in a cutting tool's unit also as a reverse order in considering as a reverse order in the unit of a sector. As 
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mentioned above, although the memory card of this invention was explained using the gestalt and 
modification of operation, this invention is not limited to these. 

[0120] For example, although authentication with the memory card 109 by the procedure same 
whenever it emits the command for accessing the authentication field 332 of a memory card 109 was 
needed, you may enable it to access PC 102 and a player 201 in the authentication procedure simplified 
depending on the class of command. For example, about a write command "Secure Write", though it is 
necessary to take out neither encryption master key 323b nor media ID 341 from a memory card 109, it 
only succeeds in authentication of a uni directional (authentication of the device by the memory card 
109) and a memory card 109 performs, it is good. The execution speed is accelerated by this about the 
command whose relation with protection of copyrights is not so strong. 

[0121] Moreover, even if it transposes the flash memory 303 which the memory card 109 of this 
invention has to non- volatilized media, such as other storage media, for example, a hard disk, an optical 
disk, and a magneto-optic disk, it cannot be overemphasized that the pocket mold storage card in which 
the same protection of copyrights as this invention is possible is realized. 
[0122] 

[Effect of the Invention] The semi-conductor memory card concerning this invention so that clearly 
from the above explanation It is a semi-conductor memory card removable on electronic equipment. 
Rewritable nonvolatile memory, The control circuit which controls access by said electronic equipment 
to the authentication field and the non-attesting field which are two storage regions where it was 
beforehand set in said nonvolatile memory, It has the area-size modification circuit which changes the 
area size of said authentication field and each of said non-attesting field. Said control circuit The non- 
attesting field access-control section which controls access by said electronic equipment to said non- 
attesting field, The authentication section which tries authentication of said electronic equipment in 
order to verify the justification of said electronic equipment, It has the authentication field access- 
control section which permits access by said electronic equipment to said authentication field only when 
said authentication section succeeds in authentication. Said authentication field and said non-attesting 
field It is assigned to each field obtained by carrying out the storage region where the fixed size in said 
nonvolatile memory continued for 2 minutes. Said area-size modification circuit The authentication field 
translation table showing correspondence with the logical address and the physical address in said 
authentication field, The non-attesting field translation table showing correspondence with the logical 
address and the physical address in said non-attesting field, It has the translation table modification 
section which changes said authentication field translation table and said authentication field translation 
table according to the instruction from said electronic equipment. Said authentication field access- 
control section Access by said electronic equipment is controlled based on said authentication field 
translation table. Said non-attesting field access-control section Access by said electronic equipment is 
controlled based on said non-attesting field translation table. Said authentication field and said non- 
attesting field It is assigned to the high field and the low field of the physical address obtained by 
carrying out the storage region of said fixed size for 2 minutes, respectively. Said non-attesting field 
translation table Said authentication field translation table is characterized by matching the logical 
address and a physical address so that the ascending order of the logical address may turn into ascending 
order of a physical address, and matching the logical address and a physical address so that the 
ascending order of the logical address may turn into descending order of a physical address. 
[0123] It can be used by storing the data in connection with protection of copyrights in an authentication 
field, and storing in a non-attesting field by this, the data which are not so, making a digital work and a 
non-work intermingled, and the semi-conductor memory card which has both applications is realized. 
As for said non-attesting field translation table, the logical address and a physical address are matched 
so that the ascending order of the logical address may turn into ascending order of a physical address, 
and the probability for the field near the boundary of an authentication field and a non-attesting field to 
be used becomes low by using said authentication field translation table for the ascending order of the 
logical address, since the logical address and a physical address are matched so that the ascending order 
of the logical address may turn into descending order of a physical address. Therefore, the probability 
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for processing of data evacuation, migration, etc. which are needed when the boundary is moved to 
occur also becomes low, and modification of area size is simplified. 

[0124] Since said authentication field access-control section and said non-attesting field access-control 
section can be easily changed so that it may become the logical block which continued logically even if 
the phenomenon which two or more logical blocks which constitute the same file fragment arises, since 
access by said electronic equipment is controlled based on said translation table, access to the same file 
is accelerated. 

[0125] Said authentication section generates the key data reflecting the result of authentication here, and 
though said authentication field access-control section is decoded by the key data by which said 
authentication section generated the enciphered instruction which is sent from said electronic equipment 
and controls access to said authentication field according to the decoded instruction, it is good. Even if 
the exchange with a semi-conductor memory card and electronic equipment is intercepted by this, since 
it is enciphered by it depending on the authentication result to which the instruction for accessing an 
authentication field was carried out immediately before, by it, the prevention function to unjust access to 
an authentication field becomes high. 

[0126] Moreover, though said authentication section generates said key data from the response data 
generated in order to prove the challenge data transmitted to said electronic equipment in order to 
perform mutual recognition of said electronic equipment and a challenge response mold and to verify 
the justification of said electronic equipment, and self justification, it is good. The safety of the 
authentication field which cannot be accessed by this if such key data are not used for them, since key 
data have the property to be shared in both sides for the first time only when the both sides of a semi- 
conductor memory card and electronic equipment succeed in mutual recognition, and to change at every 
authentication becomes a stronger thing. 

[0127] Moreover, the enciphered instruction which is sent from said electronic equipment It consists of 
the tag section which specifies the classification of access to said authentication field and which is not 
enciphered, and enciphered address part which pinpoints the field to access. Said authentication section 
It is good though execution control of the access of the classification specified by the tag section of said 
instruction is carried out to the field which decodes the address part of said instruction and is pinpointed 
by the decoded address using said key data. 

[0128] Since only the address part of an instruction is enciphered by this, by it, the decode by the semi- 
conductor memory card and decode processing in which such an instruction was received become 
simple. Moreover, said semi-conductor memory card is equipped with the discernment data store circuit 
which memorizes beforehand the discernment data of the proper which can specify self in distinction 
from the semi-conductor memory card of further others, and though said authentication section performs 
mutual recognition using the discernment data stored in said discernment data store circuit, makes it 
dependent on said discernment data and generates said key data, it is good. 
[0129] In mutual recognition, since it is exchanged in the data depending on each semi-conductor 
memory card by this, high safety is maintainable to decode of inaccurate mutual recognition with this. 
Moreover, said semi-conductor memory card may be equipped with the read-only memory circuit in 
which data were stored further beforehand. The function of protection of copyrights is strengthened with 
storing discernment data distinguishable from other semi-conductor memory cards etc. in a read-only 
memory, making it dependent on the discernment data, and storing a digital work by this. 
[0130] Moreover, said authentication field and said non-attesting field consist of a storage region which 
can be written. for said electronic equipment, and a read-only storage region. Said control circuit has the 
random number generator which generates a random number whenever it accesses further for said 
electronic equipment.writing data in said nonvolatile memory. Said authentication field access-control 
section and said non-attesting field access-control section While enciphering and writing said data in the 
storage region which can write [ said ] the obtained encryption data using said random number, it is 
good though said random number is written in said read-only storage region matched with said 
encryption data. 

[0131] Since it becomes possible to detect such an action by inspecting adjustment with the random 
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number stored in the read-only storage region even if the unjust alteration to the storage region which 
can be written etc. is performed by this, safer data logging is realized. Said control circuit may have the 
code decode section which decrypts the data read from said authentication field and said non-attesting 
field while enciphering further the data which should be written in said authentication field and said 
non-attesting field. A semi-conductor memory card is destroyed and this enables it to be equal to the 
unjust attack of reading the memory content of an authentication field and a non-attesting field directly. 
[0132] Moreover, said nonvolatile memory is a flash memory, and said control circuit may pinpoint 
further the field which is not eliminated [ which exists in said authentication field and said 
authentication field ] according to the instruction from said electronic equipment, and may have the non- 
eliminated list read-out section which sends the information which shows the field to said electronic 
equipment. By this, since electronic equipment can know a non-eliminated field and can eliminate the 
field in advance in advance of rewriting of a flash memory, high-speed rewriting of it is attained. 
[0133] Moreover, the user key storage section for said authentication section to require the user key 
which is the information on a proper of the user from the user who uses electronic equipment for 
authentication, and for said control circuit memorize said user key further, The identification 
information storage section for memorizing the identification information which can specify the 
electronic equipment which succeeded in authentication by said authentication section, If authentication 
by said authentication section is started, identification information will be acquired from the electronic 
equipment. When the identification information inspects whether it is already stored in said 
identification information storage section and is already stored in it, you may have the user key demand 
prohibition section in which the demand of the user key by said authentication section is forbidden. 
[0134] Since the time and effort that the input of a password or personal data is required whenever it 
uses it for a semi-conductor memory card by this, connecting is avoided, generating of the fault that 
personal data are intercepted and used unjustly is suppressed. The read-out equipment concerning this 
invention is read-out equipment which reads the digital work stored in the above-mentioned semi- 
conductor memory card. Said semi-conductor memory card While the digital work is stored in the non- 
attesting field, the count which permits read-out of said digital work is beforehand stored in an 
authentication field. Said read-out equipment A decision means to judge whether the count stored in said 
authentication field is read, and read-out is permitted by the count in case the digital work stored in said 
non-attesting field is read, Only when the permission is granted, while reading said digital work from 
said non-attesting field, it is characterized by having the playback means which subtracts said read count 
and is returned to said authentication field. 

[0135] By this, it becomes possible to restrict the count of read-out of the digital work stored in the 
semi-conductor memory card, and becomes applicable to the charged rental of a music content etc. 
Moreover, the read-out equipment concerning this invention is read-out equipment which reads the 
digital work stored in the above-mentioned semi-conductor memory card, and is reproduced to an 
analog signal. While the digital work refreshable to an analog signal is stored in the non-attesting field, 
said semi-conductor memory card The count which permits the digital output by said electronic 
equipment of said digital work is beforehand stored in an authentication field. Said read-out equipment 
A playback means to read the digital work stored in said non-attesting field, and to reproduce to an 
analog signal, Only when the permission is granted with a decision means to judge whether the count 
stored in said authentication field is read, and the digital output is permitted by the count, while 
outputting said digital work outside with a digital signal It is characterized by having the digital output 
means which subtracts said read count and is returned to said authentication field. 
[0136] It becomes possible to restrict the count of the digital copy of the digital work stored in the semi- 
conductor memory card by this, and the fine protection of copyrights of the grain in alignment with an 
intention of a copyright person becomes possible. Thus, this invention is a semi-conductor memory card 
which has the flexible function which combines both the application as a record medium of a digital 
work, and the application as an auxiliary storage unit of a computer, the effectiveness of securing 
healthy circulation of the digital work accompanying an electronic music distribution especially is done 
so, and the practical value is very large. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawin g 1] They are a personal computer concerning the electronic music distribution in the gestalt of 
operation of this invention, and drawing showing the appearance of a removable semi-conductor 
memory card in the PC. 

[Drawing 2] It is drawing showing the appearance of the player of the pocket mold which uses this semi- 
conductor memory card as a record medium. 

[Draw ing 3] It is the block diagram showing the hardware configuration of this personal computer. 
[Drawing 4] It is the block diagram showing the hardware configuration of this player. 
[Drawin g 5] It is drawing showing the appearance and hardware configuration of this semi-conductor 
memory card. 

[Drawing 6] It is drawing showing the class of storage region of this semi-conductor memory card seen 
from this personal computer or this player. 

[Drawing 7] (a) shows the Ruhr in access to each field, it is drawing showing the limit at the time of this 
personal computer and this player accessing each field of this semi-conductor memory card, and the 
gestalt of a command, and (c) is [ (b) shows the Ruhr in modification of the size of each field, and ] the 
conceptual diagram showing the field of this semi-conductor memory card. 

[Drawing 8] It is the flow Fig. showing the actuation in which this personal computer (and this player) 
writes contents, such as music data, in this semi-conductor memory card. 

[Drawing 9] It is the flow Fig. showing the actuation which reads contents, such as music data, from this 
semi-conductor memory card, and is reproduced by this player (and this personal computer). 
[Drawing 10] This player (and this personal computer) is the flow Fig. showing the actuation which was 
stored in the authentication field of this semi-conductor memory card, and which reads and operates a 
count. 

[Drawing 1 1] This player (and this personal computer) is the flow Fig. showing the actuation which 
operates the count of digital output authorization stored in the authentication field of this semi-conductor 
memory card. 

[Dr aw ing 12] It is drawing showing DS common to the authentication field and the non-attesting field of 
this semi-conductor memory card, and the flow of the R/W processing corresponding to the DS. 
[Drawin g 13] It is drawing showing signs that correspondence with the logical address of this semi- 
conductor memory card and a physical address is changed, and the translation table corresponding to 
[ ( a ) ] ( a ) in (c) and (d) show the translation table corresponding to (b) corresponding to the 
correspondence relation after modification in the correspondence relation before modification, and (b). 
[Drawing 14] (b) shows the non-eliminated list in the condition, it is drawing explaining the function 
about the non-eliminated block which this semi-conductor memory card has, and (d) is [ (a) shows the 
busy condition of a logical block and a physical block and / (c) is the flow Fig. showing actuation in 
case PC 102 and a player 201 eliminate a block in advance using a non-eliminated list command and an 
elimination command, and ] the table showing the busy condition of a logical block. 
[Drawing 1 5] It is drawing showing the communication link sequence and the main components 
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between this player for authentication, and this semi-conductor memory card. 

[ Drawin g 16] It is the communication link sequence diagram showing the authentication procedure of 
the this semi-conductor memory card and external instrument concerning the modification of this 
invention. 

[Drawing 1 7] It is the communication link sequence diagram showing the detailed procedure of mutual 
recognition shown in drawin g 16 . 

[Drawin g 18] It is drawing showing the condition before modification in modification of the boundary 
line of the authentication field of this semi-conductor memory card, and a non-attesting field, and (a) is a 
memory map in which the configuration of the physical block of a flash memory is shown, (b) shows the 
translation table only for non-attesting fields, and (c) shows the translation table only for authentication 
fields. 

[ Drawin g 19] It is drawing showing the condition after modification in modification of the boundary 
line of the authentication field of this semi-conductor memory card, and a non-attesting field, and (a) is a 
memory map in which the configuration of the physical block of a flash memory is shown, (b) shows the 
translation table only for non-attesting fields, and (c) shows the translation table only for authentication 
fields. 

[Description of Notations] 

101 Communication Line 

102 PC 

103 Display 

104 Keyboard 

105 Memory Card Writer Insertion Opening 

106 Loudspeaker 

107 Memory Card Writer 

108 Memory Card Insertion Opening 

109 Memory Card 

110 CPU 

1 1 1 ROM 

112 RAM 

1 1 3 Communication Link Port 

114 Internal Bus 

117 Descrambler 

118 AAC Decoder 

119 D/A Converter 

120 Hard Disk 

201 Player 

202 Manual Operation Button 

203 Liquid Crystal Display Section 

204 Analog Output Terminal 

205 Digital Output Terminal 

206 Memory Card Insertion Opening 
208 Headphone 

210 CPU 

211 ROM 

212 RAM 

213 Communication Link Port 

214 Internal Bus 

215 Cardl/F Section 

216 Authentication Circuit 

217 Descrambler 

218 AAC Decoder 
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219 D/A Converter 

220 AAC Encoder 

221 A/D Converter 

222 Scrambler 

223 Analog Input Terminal 

224 Loudspeaker 

302 Control IC 

303 Flash Memory 

304 ROM (Special Field) 

321 Authentication Section 

322 Command Judging Control Section 

323 Master Key Storage Section 
323a Master key 

323b Encryption master key 

324 Special Field Access-Control Section 

325 Authentication Field Access-Control Section 

326 Non- Attesting Field Access-Control Section 

327 Code and Decryption Circuit 

331 Non- Attesting Field 

332 Authentication Field 

341 Media ID 

342 Manufacture Manufacture Name 

343 Secure Media ID 

425 Cryptographic Key 

426 Encryption Contents 

427 User Data 

501 Alternative Block Field 

812 Count of Read-out 

913 Count of Digital Output Authorization 

1003 Random Number Generator 

1004 Sector 

1005 Extended Partition 

1006 ECC Data 

1007 the Time Strange Field 

1101 Translation Table 

1 102 Translation Table Only for Authentication Fields 

1 103 Translation Table Only for Non- Attesting Fields 
1203 Non-Eliminated List 

1301 Master Key 

1302 Device-dependent [ ID ] 

1310 Device-dependent ID Group Storage Region 

1311 User Key Storage Region 
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D/A3^H2 1 9, Xt-X72 24, 7^o7"A 
DJS^2 2 3*^A73$ix^7^D/§*'fi^^T r ^ 
;l^T-^(C^^-ri,A/D3yA-^22 1, * 
«fy^/^f-?5MPEG2-AAC ( I SOI 
38 18-7) fcJW»LTffi»HPf<fct4AACX^3 
-^2 2 0, EaH^-fbS^#^r-^ 
X^7>-7"52 2 2. 7ta^ttJ*«?2 04, fy7 
0 5at/7^D/A7JS^2 2 3*^«J« 

[0 0 20] icOTU— \»2 0 Ui, ROM 2 1 lfcft 
Wi^iXtimmroy yA2 1 1 b SrRAM2 1 2fcO- 
K LC PL) 2 1 OtcHlTS^ifc-C. ^*U*-K1 

0 gtc^snr^s^ayryy^^^aiL-cx 

t-* 2 2 4 (Cff^ai^ Ltz *) , 7^0.^A7]ffl^2 2 
3^31fi-tr-h2 1 3^m.xn^titz^nyy-y^ 

m** : t*)ti-Y\0 9\ l zimLws-z>. 0*0. a 
L/c 0 Lxmitsz t tfx-% %mx'%< , p c 1 0 2 

izX 0 ^-7 yo- K3*ifc***3S!flUcft4 (*f« 

[002 1 ] H5(i, ^t'J^-Fl 0 9^^25.^^ 
-H'?x7«lSfrSrriaT'*S. >t'J*-H 109 

®Bii>&mLxmji>*ffftx.&mztiit-Bim% 

T-WffltXVJZftmLXii') , -?-Wteii^fi«i6 4M 

bt'25 0 , ^g?*»^> 3 . 3 vomis t ;oir? m-tcogt 

$2. lmm, Jg3 2mm, ii2 4mmc7)itt**^ 

hSW) $-WL, 9t>«)S*8iB^fc:J:->T«»Wtc^ 

[0022] ZVVtfJ/l-Yl 0 914. 3o^ICf 
77" <3>ho-7H C302, 777ya^t'J30 
3, ROM304) fcrtKL-O**. 777y^t'J 
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3 o 3 it. -mmnm **.-*sm?Fm* * y x- 

*•). ltfIW=firE«R«fcU"C. jE3$r*H"Cft4£B 
IE* 4 i k *5T*# fc«BW3tfc» LT7 :? -b* £1**1* 
«ett4RW-Cft«eiiE«ltt3 3 2 k , *0>J: o DIXIES: 

mmm&3 3 1 sp*<-*4. zzx-u. tsmmm s 

2U. *fH8flSiaJWj4«lS*T-**1^4fc*> 
fcJB^Mi. MUEIW3 3 lMt. -fW^yt^- 

±C0-5£<97F^*£*I#k L"CK#S*lTV*4. 
[0 0 2 3] ROM3 04S4, fcBf{fft£ BE* 

ffl*<oaWJfliaT*S> T 7 I D 3 4 1 * y 

*-K 1 0 9«Wfc*-;fr*34 2«0)flH|»7K>W« 
LTU4, fti>, >f^7I D34 Hi, ffi0)¥3WM 
* 'J iJ - H k ESI LX g Bfci&jrf 4 £ k imWiWa 

[0 0 24] 3>hn-;HC3 0 2li. 7?r<f7** 

2 l . avy H¥«gHWV3 2 2 . vx*HSffi1g$3 
2 3 . «ftSU*7?-fc*li!«S53 2 4 , 12iE®«7?-b 
X$m%H3 2 5 , #BR0W7?*XMim3 2 6&tf 
• ffi-t«53 2 7^*#t6. !2iEgP3 2 1 (4. 
y*-H 1 0 9K77-bxL J: 3 k-rsffl#ffi 
3S k f-v U y v • l^X,-KyxM<0ffl2l2IE,SrtT 3 0»T 

fc«fc->T. ffl¥$8<y)jE§tt £1211*4. f-rV 
£fciE*4 fc*>K V > ^'t- * fcffi^OSS WS 9 . 

r-? k C k -Cffl^MStBIEt-* £ k tfX' 

[0025] 3vyKTOeMa»3 2 2H. 
ySr^LTX^J^a^rJvy H (i^^y^-H 1 0 
9^^) LSSff*- &-f 3-H0» , WII 

Hoaatie tr . #aflMc98R3 21-327 

*4. avyKKtt, 77 7 Vjl^^'J 303OT-? 

- ft* fB*1-&3^yH/i(tT*^<, 7?»/y 
a^ty 3 0 3£&yw*4fctf>«93-?y K (7Fi-.x£ 
I^*M*t-:? £1*1*4 =J-?yFI?) t>££ft4. 

[0026] wit*. T-fcom^mtzmiTtt. m 

§m®3 3 2\,ZT9^Xt htzVxna-vy H rsecureRe 



ad address count j , r SecureWrite address coun 
tj #SSEf8tt3 3 lC7?«tifc»M)3Vi' 
H r Read address count j , r Write address coun 
tj Wtffc&ZtlT^Z. ZZX\ r address j Ji, §?* 
fi^^tff^k&S HiO-t ? 7 * 

-C*>>9, r countj (4. Bt*.m£t&-£^±7?$cZ* 
*. b??(4, **y*-Fl 09K»LTr- 
^^AS^-ri»^mfiT'*> , 5. ddTtt, 5 12A 
-rFT'&4. 

[0027] VX^-^1ta!3 2 314, fflSBEOlSI 
WB^MSjWBV 0 , 7 7 v ^ a * * y 3 0 3 rtOr 
-**«8*4fc*>fcfflvi«i4 VX^-S3 2 3 aS: 
WEtLT^S. ^^JS7?-bX«lJWa53 24{4. 
1«WB« (ROM3 04) t*S«!$*lJt^T-(7ID3 

[00283 im&mrr-tzmwm 2 5&^ssie 

ffl«7^-fe^W»S3 2 6(4s -eix-m. 777y^ 
* U 3 .0 3 tO!2SE«»S 3 3 2 &XffflgBM& 3 3 1 a^> 
^-^•*S^at«ll»aiL«r*fft*l!!l»'C*0. 4 
*cOr-^b'y^UT^iS ( PC 1 0 2*??V- 

^201^) tcDmx'T~?zm%mh. ^it 

t>T?-tAMffl8f>325. 3 26<4, rt»tl7*o-y^ 
7rOV\'y7r^ty5:*L, HaWtCii (^M§sk<^ 
3-?yh'±T'i07^-bX{4) -t^^$:#CikLTAai7] 
-fS**, 77-y^i^ : &y 3 0 3fi0rt^$:ff#^x.l.k 
#t<4, 7"D7? (3 211^-fe?^, 

r-^t»*8li4*^»=li. 777y^t l J303 
*»^KS-f 4 7*n -y ? S: A*«y 7 r p< ^ 'J (cBfcWIi L . * 
07-0 y ^ *HS»*"f4 k k Me. A'-y 7r^t'J + 
(OM^-b 9 9 *W%%ktfzmz. *cr>7xj - y ? 7 
TXt , JA > i»77 7ya^t l J 3 0 3tC##^-t„ 

[ o o 2 9 ] m- ■ m*Htm3 2 7(4, immmr? 
■txmm 3 2 5Et.viffiM.mi&T?*Amm& 326 
\,z±h%mcr>Tx\ •?z?-mi®&3 2 3£.imzti 
tz-?Af-m 23a im*xnftttxx/n&<L*ft$ 

77-y^*^*y3 03(C7 i -^SrS^a 
*y 3 0 3frh^-9*mK%\^tzWkZ%<r> : f~? i k®. 

mtt h. z tuz , ^fi^ j.— f /,< - co^< * y * - h i 

0 9 €:7i-fi? LT 7 y y ya^ t 'J 3 0 3 Ofl^ttigfi? 
flfL, BIE««3 3 2fcttlAS*i^TXV-H*8£trgf 

[00 30] ^t>, 3ybD-;HC3 0 2t4. ^it<5> 
±g&$Jfcg&3 2 1~3 2 7<7)fl!!H. 7Dy^fy*» 

^»<ftj&$^4 ^ d -vrmizmm ucm? a -y ^fi-f 
z&fRL&ffiimmizmzt&mmmM^. »%tt«oie 
i«s«arai«ttoiaKaa»*#r4. m 
tens <rom3 04) tztmztix^&fnmco&ZA,* 

Rfiih-tS/L'^tC ■?-iOROM30 4$r3>'hD-;HC 



3 0 2<0+KrtKS*fe>). *tlb<rtmt75 vi'3. 
**y 3 0 3ttefrtU jMB*»4>S&a*?3$r^J:d 

iz.im.miT 9 ±xmm>'i 24m\m*mxh x 

• ^ftl38&3 2 7 WHtU: 
t-* £*8tt* *> i 1 1 IX t J: \,\ 
[003 1]E6fi, PCI 0 2^7V~ V2 0 1*>f> 
* 'J F 1 0 9OK«jW*0WKfc75tH-C* 
*. **y*-Fl0 9*fc^*IHI»«i. 

in , #sms®3 o 4kmtmm 3 2 t^^aEts«3 

3 1 cr>3l(0ffl&T$>Z . #^$3 0 4<i8?A{fJ t* 

fcfflVvcNftttLtrfB. i8£ffi83 3 2<i, PC 10 
2XJi7"l^—V2 0 1t^^'J^-Hl 09t«0P B TtB 

i^vcor ? -fex fc ov ^T{±ff|^-(k$iX7t: 3 T y F £ ffl^ 
^BEfHH3 3 1U. ATA^SCSIWaW 
iX!t3-7>KT"7^-fe^.T-^S. fifl*>, BEti-fbRA 
«-»T, #BE««3 3 1fc» 

ttffiff) fcHti-jfc. PC 1 0 2±<07r^f/H : ay 

[0032] 3oOSEtt<a«fc:UU «T*>f&««-tt«rf- 
iifctL. IW:J:tC, HKW&PC?)»fei!gg 

iwrnBtawm tamtx^i, o*y, 

fgt*3 3 Hcti, «fNtiHl0^fc*M«5T-*# 
WbSflttf^Hkny^y^ 2 6^, gftfi&gfc 
\tM%&%--1ffl%T-?X'hZ3---<f f-94 2 7^ 
tffgSrtSitl.. BiHltt3 3 2fc(i, #BEflltt3 3 1 

(c*Stt$n7tBt^{trj>'ry > y4 2 6 £flw*fctfx& 

imm®304lZii, Bffi««3 3 2fcT^-feXi-*fc 
ftfc*Kk SfiS flWCft li^f-fTI D34 1 tfteift 

[00 33] PC 1 0 2^7"l/-^2 0 1(4, £"f, g 
%Zhte**»fi-}<10 9<7ffim®3 04£.ftm 
flfc^r-fTID34 1tK*aSL. **l«:fflvvtBiE 
H®3 3 2K18tt3*l7tl#*Hfc*-4 2 5 , fiWffiffi* 

axbai-r. **t4>B»#<ft:*-4 2 s^wwwwihcj: or 

SabMRffrSJiTVtfitf . ?M8iM3 3 1 
it3>T>V4 2 6Zm*-itiL. Bf^b*-4 2 5?m 

[0 0 34] iU «f3WpjE{CA*Ufc*SlT 

-?*fft£ p c 1 0 2mx-x * y *-h 1 0 9cnmm 

<S«3 3 1t:S*a*. *OJ:d&**:'J#-Fl 09 
£7V-^2 0 1 £g« ? fc LfofctS. 

L*'U -E-co^ * y a- H 1 0 9^13811*1813 3 1 fc 
#^r-^A^$fLTV^ &W>, l8SffliS3 3 2C 
*»E-tSB§Wf-4 2 S^fcMflHfcWfifcUfr^fcft 

k, -ewTv— **2o hi, -e^i^r-^$-w4-ri. 
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fflflBRSr#;MrV vc&*3 Vt V V1£»*X * y F 
10 9<c«»l/Ci. -E-O^^yf^yJiBt^ix^ 

[003 5] E7«i. PC 10 2^^—^2 01^ 
* y a- F 1 0 goMUAfcr^HEX^ftlMMH*:) 
~?y K<0»JB«:5Wr* 0 , ( a ) tt#<R«^>r ^ 

9Se(cd(t«;i^-^^L. <c)ii**y*-Kio 

9 cMmTjk-tmmxh i . vimm 3 0 4 « , ss^ 

*zxx%h. zcom%mmo4tzmm2iifzXT<T 

'. I D34 Hi, im.M®3 3 2l,ZT9-£X-t&tllibCDm 
i fft37yH04«^fiffcMi^ftS. PC 

10 2*7V— i ^-20 Hi, Z.9)*t<T I D34 IS: 
S!AtBL, i*i^fflv^TB»Btt3 3 2(C7^*X-f* 

^WHHfcavyKtSBtfc^^y*- F 1 0 9 
<i, >r 7 1 D 3 4 1 £JBwc , -f-OBf^-fb^^y H 

[00 36] l25Em«3 3 2(i. PC 1 0 2^7V— V 
2 0 I*a*%y4-M 0 9t7^-tX^I,^Mi:^ 
t 'J *- F 1 0 9 1 aMZmfi&h Lt&1>Zff)*T9 

^xmfottchffl&x'h*) , -e«^^$<i (yyyy 

+ 1 ) ffl^-b^^tsHS-f*. o4 9. -c7)f2iE1Sii3 
; 3 2li, |&fi|fl<jWi. ^O-YYYYiO-b^^Tli^ 
*l» 777^^'J303^XXXX 
(XXXX + YYYY) «0-b^^7FL'^Sr*i-|> 
-b^^*>f>fillSS^. ^Srfc, -fe??7F^*fc<i. 7 

i 7 7^t'j soss-fif^-t^^T^-fe^^-en-etL 

[0037] #BKflW3 3 Hi, fglEWCAT 
I SCS \m<r>W$?-?>VX'T9*iX'?h^tiMffi. 

x\ -e^sstixxxxnco-t^^^ffi^-f^. 

0 , IflOI9EiU3 3 1 <i, SftaWCiftllWti^ 
0~ (XXXX- 1 ) cO-b^^T-«fi£$flS„ 7 
5 •/ * y 3 0 3 fcJi, I2U^3 3 2^>MnEfl 
«3 3 1 K4tfc30B^O-» ^ (iE*K«*»*T'** 

^T'P y 0 *^*Sft#7*a -y ^gl^5 0 1 

* f ^Sil 0 %X htlh Zttfhh. 
[0038] 4fc, 1MHBK3 0 4{i!2IE^ LT'7^-b 

f2iiE5•fi^oT^^>•C^:V^t7^'•feX■C■'^ : 5^v^i: IT 
t«t^L, #Bk®$3 04K7?-feX-f«.3-?>'K£B| 
^fkLTfc«fcV\ <XtC, 07 (b)ftV(c) J-ffl^ 
X . f2iEfl«3 3 2k ^H2SE®« 3 3 1 *#l**W>»« 

ir-f xz^thim^^xmwth. 

I 0 0 3 9 ] 7 7 x y j. y 3 0 3 ClSft 4.itSI2IE 
«K3 3 2 fc#BKflM3 3 1 k<^lh?)Ett»ft«, 
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$|i£50 l«»V^fflSg«. BP*>. (XXXX + YY 
YY+ 1 ) ®CD-t?tftX'hhi)\ *tl-?il<D*iZZ 
li. i£#7K^XXXXXc7)ffi££g-f-!>.ri:T\ "HS 
kfroT^S. 

[0040] fS$<7>7c£ § fc^StSfc^Wi. tJftfc 

^TMMWC** $ ££S7& i fc &^«k 5 fc-f* 
fc»T*4. f28E£*To*:&tt. SUgSsScDSfflnvy 
FT. #!2IE«i£3 3 1 (#r*:&-fe??&XX 
XX) £;<*y#-Fl 0 9{Cj*l>. 
[0 04 1 3 **yj*-Kl 0 9!i. *<0®W$8ia'? 

yvzgim&t. ^«offixxxx?:^^'j^-Hi o 
9mTmmimmmizmzL. mar?***: 

huxtt. ZnmWztcifiRTYUAtLX. I2aEfI 
m 3 2&tf#igSEfH$3 3 l^c?)T^-feX$ijffll^^fif 
0*0. 77 7x***y30 3±<0!feJi&*5rJS 
0~XXXXO*??£^tE£$3 3 1£«W1T& 
gXXXX- (XXXX + YYYY) #g(0 
-b^^5:l2iiE«i*3 3 2tC|iJ0STI». *LT. -e^J: 

353 2 55.^3 2 6^. HS7 FUXk$iJS7 Fl'Xk 

ucy-rs. narKu^ttt, fl-SM*^ 

t'ja-Fi 09£Jifc*£«o (nvyh'lw) r- 

=£ 'J # - F 1 0 9 <07 5 y ^ =e U 3 0 3 ##7 4 r 
-*2£IH(£iitt * T F u*-ea I) . 
[004 2] ZZT. hi. *t#7FUX£/h$<7l> 
-IkC^O. ^S«3 3 2^MX£*£<U:*§£ 

IEgi*3 3 2tl8tt^ixTV^^Tc7)T-^^»$-lt 
*«*>*3TjWfi«k$:*. *«st»lctt, Witf. it 
#7 F VAWm&tS-tT F I'XOTtt^fa^T-? 
(«9> «3fe**JW7H^*»^J»4*|ft 

ar f i/XK*w:*«ui7 f px#*f£7i> £ 5 ttfje 

BMR*3QetiUfJ:v\ CftlcioT. I2tEfI«3 32 
WSHSfiT t *fcT-*Of&117 F UX Srltft Lfc * 

1 0 0 4 3 3 . ®^5E«03ti6O«ffl3^y H(zo 
ivci. ^IE&7?HrX£RM7*>ffl£A^. 37>H 

-^^conyf yySrPC l 02 <&tf7V— V20 
1 ) *«^*y*-Ki 09t»*atf»f^*st7o- 

HT'&S. ZZX'lt. PC 1 0 2*«^ty*-Kl 0 9 

( s 6 0 1 ) sfflwi. 

[0044 3 (1 ) PC10 2(i s 1 la 

WfcfflWC, A=eVZl-Vl 0 9<Df2K&3 2 1k?-v 



*>fc. ff. ^'Jtf-Fl 09A^VX?-$323 
a$-K0ai7(S60 2) . 
(2) <KtC. lffl3^KfcIl»T. **y*-K10 
9<0#a««30 4ttHft§^T^4^r^7I D34 
l£]R9£ti-r (S60 3) . 

[00453 (3) m^x. a»£4»*u torn. 

fc. V*4JR9fflLfc"?X*-«3 23afc.*T-f7ID 
3 4 1 fc^£>. Sfif-^*»W-4fcftW«7- 
H*4jW* (S604) . £*>fcS*>8JMi. Wi 

s. 

(4) »&ftfc^W7-F*"7X*-«3 2 3afc.*T 
-f 7 1 D 3 4 1 Ti|*HfcU tf#rt#-4 2 5 k LTfZ 

EIM3 3 2eff«&tr (S60 5) . i^kSWi. 

(BfWr-4 2 5 ) fcaatf &*)fcjfe£fc, 12 
Stfl$3 3 2tc«&at»/tft«3"7y F*«#ftLT^ 

[00463 ( 5 ) ftfct. t£T-?Sy<X'7- FT 
flHHkt=fir*»^B»ft3^V'y 4 2 6k LT#BiE* 
«3 3 1fclHAl/0*< (S60 6) . 129 Ji. «Sr 

T7U-HT2 0 1 (RtfPC 10 2) Tfl^-rSS!)^?: 
^77D-0T'ftl>. idtlis ^*"J*-H 1 09|*J 
O^r-^SrTU— \r2 0lW!ttt*i* (S70 

i) mm i. 

[00473 ( 1 ) 7P—V20 Hi. fAMxl2 1 
la*^t. J^^e U^-H 1 0 9«0f21E^C3 2 1k 

*7&k. i-f. ^t'J*-Fl 09*»fe^^Hi3 
2 3a$:ffi0ai7 (S702) . 
(2)?js;t. Hffl3-7yF*fflV^T, «»J*-K10 
9<?5^fiJ«3 0 4tCtStt3<tT^S>T-f 7 I D 3 4 
ltK'Offl-t (S7 0 3) . 

[0 0 48 3 (3) ^V^-C. >*y#-Fl 09(0i2fiE 
fgi«3 3 2*^ : t5$5f-^OBf^^-4 2 5 2:1X0 tii 
7(S704) . Cl^k&Wi. T — 9 (Bf#ft^-4 

2 5 ) OR*fflLtjfei%, f2IE^3 3 2*^0!** 
■ffzibcoa-? y H $rBf ^{t LT * t 'J * - F 1 0 9 K j& 
flLTfe<„ 

( 4 ) ftfe*lfcl*ffl:*-4 2 5 S:VX^-®3 2 3a 
k^r-f TI D34 1 WHtU /N'X'y-F^ttai^ 
^ (S70 5) . .r<0k£WHt;li. 08(Ctk§^ 
Xf 7 7-S 6 0 5-C'<OB|^-fb^j3!^m-C'^>l> . 

[00493 ( 5 ) &mz. mum#3 3 1 *>A>Bf# 
•fba yf y VA 2 6 SrSSAttiL. ±I£Xr7rS7 0 5 

< (S70 6) . ClWiotC. Jf^y^-F 10 9<0* 

i2iMii3 3 1 (c^?n/c^r-^ti. immm 

3 20HS^-fl:df-4 2 5^^tm-^7SC k#T'#fr 
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{i$£t«g§*U. 

[ 0 0 5 0 ] . BIEORfll LfcWS^W/ * U i) 

-\<nvm.mt$i'\<7)77-tztim'zizix&<7)?. est 

t*t t x x * 'J a- y nwtwwwr &¥P s i't 
zmnwtm'smm&bKh. zowxit. * 

* 'J H 1 0 9 («3 >rv y t B*t *|R£. 

< r i D-c-m#fl:L, *mit*-k Lxwmmms 3 2 

tfi*i$*lfc*< ( S 6 0 5 ) . vXf-mRXfXr 4 7 

1 DO W^ftfrfcfflv vcUHHt*-* £ k k LT t> A l\ 

ztiizx-ox. ^<m%.tf&i : -t&&td?hz>{><n 
<n. m^k<ofBBMLfcffv\ Kl 0 9^7'W 

V2 o i^n®&fflgufi/bz<%ht\^mtitf%h 
Kb. 

[00 5 1] ttz. l^PC 1 0 2J3. 12 

ffit«fc 0 , ^tU/r-Hl 0 9frC>-?X ^-®3 2 3 a 
fcttOitiLfctf. W7V- V2 0 1^PC10 2t-e 
OVX?-83 2 3a£a*62XT:fcU-CiJ;^L, V 
T.?-8l3 2 3a£Bf^ftU Bf^ft-ex^-ftk LT 

mmmo4izmLx*i^xi>£\\ mz. zn* 

3 fr* =E U KaMS««WSJHWk IX . rgg^aj 
Ug»j *«ttU;0!k. r ^**Mjaf*»T0ftj £ 

[00 5 2] 01 OJi. 7V-*2 0 1 (StfPClO 
2 ) **y * 'J#- F l 0 90BEHMic«sn8^K» 
ttSL.®St8 1 2£t*fl^£»lf££^7n-llT*J>£. 
Iltlt **y*-Kl0 9fc^3*lfc«*a}LI3l 

iU8 1 20>«Hrt-e<7>#, tv-^2 o 1 .x^im 
-h i o 9<^®h«W3 3 1 iztmznt^m?-? 

z k *wr$iir^**& ( s 8 

01) to^TKBB-f*. 

[0 0 53] ( 1 ) 7V-^2 0 lt±. T'U*m2 1 
lalfffl^T. ^t'J*-Hl 0 9<7)i2tEgB3 2 lk 

Tfrtht, ffs **'J*-K 10 9*^-7X^-jSl3 
23a^JX0ai-r (S802 ) . 
(2) &t. fffl3?yf'5:fflnt. ^'.M-KIO 
9O8^83 0 4£fg*rt£ftTU£>;<7M7I D34 
l^rKOai-t (S803) . 

[0054] (3) j<*ij4-Fl09OBS 
|g$3 3 2*4>e*T-*<OBf#fc*-4 2 5^BX0tU 
T <S7 04) . c:eok#t<i. r-? («^fc*-4 

2 5 ) Oi$*tijUc$fc&*>. ISiEffiW3 3 2*>£>S!AttJ 
-tfcy>i7)3 v y K irBH-ft LT* =E U * - F 1 0 9 



(4) ifct. p<t'J^-Kl09Of2iE^3 3 27!)^ 
K»SUL0»81 2SrK0aiL. *<0ffl£ffc£-r3> (S 

804) . wmmmwmx-tiiLzirf*! 

■t&%m.X'bh%&\&. B9fc*$*ifc^S ( S 7 0 
4-S70 6) kl3HIW)^«tttr>r, ffigfcif*-*-* 
(S806-S808) . 

[00 5 53 (5) -2k R»aitBBR81 2#0£* 
•**&li. Ui^??£fr1WiiTo&ukffl£l (S 

805) . n^saafcirrt-* (sso9) . tix-% 
gjii£!g&EfHtt3 3 2 tzmzmbtzmz < S 8 0 5 ) . 

JJB¥Wfctt->T . *K&Sa-f* (S806-S80 

8) . 

[00 56] ZrtXolZ, ^^'J*-H 1 0 9C0!2H^ 
«3 3 2t, W^SWtll*0»fr*i5&Lfcil»{lJ 
UH»8 1 2^tSttLTfc<^kt<l: l 9, TV— *2 0 

1 tJ: I^W^OIIIiSc* 3 y F o-;H"S z k 
k**. dixicio-c^ Vitas wy^/PCD^Kio 

s K«5i^(c j: h 7 i-vj^mizmmt h z t mmt 

[0057] ^fc, «JWBLlHHK8 12Cft£T. 

*aiLBaaj k-fiikt*. ffSKay^y-ySrS^.f s 
ztmmzwmzmmtzzt'LX'Zi. ttz, b 

Rk^iak*«*-&fc-frTfcJ:v\ ^^tc. tt*ffiL0 
R8 1 2tt, S4*BIM»L'C*»fe 1 OfWfO-JSWa* 

t«fcv^. ire^ajLH]R81 2«. ^jE=5:K^$r 
HFCtftCS^fbLTffitttSikktTtiv^ 
[00 58] 01 Hi. TU~ ^2 0 1 (RtfPCIO 

2 ) 'J il- h" 1 0 9<0igS^(CtS^$<DtTV 

9) V&m ! ?*i'mL<} 1 3$r«{^ri.lM^$:^-r7Q-ll 
T'»S . Z ZX'li. X^'Jti—Y 10 9 tUMrtS/utr 

x^/i/ffi^^niRg 1 3o«HrtT<7)^. ru— V2 

0 1*<. ^=ey*-Hl 0 9^l2IE^i«3 3 lt*gtt 
Sn^*K7 f -^ SrM^tii LXri>?)i>ii!>1r?h Zktf 
¥f*IZtiX^l%& ( S90 1 ) 

[0059] ( 1 ) ru— V20 Hi. 09(c^$fTJt 
11^^ (S7 0 1-S70 5 ) kPI^tCLT, 

K 1 0 9kl2II^^o^CVX^-SI3 2 3 
a£$9ii}l (S9 0 2) . Xt < 7 1 D 3 4 1 £IR9 
tiJL (S903) . «WE— 4 2 5£IX9aJ-f (S9 
04) , nxV-Y*mtfh (S90 5) . 

(2) ^*';*-F10 9<Ol2fE^*3 3 2*^ 
Tv^;U*^fi : ^r[s]Sf9 1 SStKOSBU. -e^fiSr^S 

•rs < s 9 o 6 ) . *com%. *<7M#jmm%T v* 

l*^Bg#^3yry > y4 2 6SrK^iiiL. ±texr-y 
TS 9 0 5 TtttU L^U7- KTH-f Ltttfbr S J9 
frfrgmr-fk IXt ^/uaJ73JSH L 2 0 5*^*7] 
( S 9 0 9 ) . 
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[0060] ( 3 ) S/**/Wayjtf*ri3R9 1 3 

Z^tWfcl (S908) . Ti-a^m,mzi:m^ 

HifiKo (S908) . oio, im®Mm3i& 

*t$r**6***lffltf* (S9 08) . 
(4 ) «E»ai Lfcf i^^/mj^fPn'IS* 9 1 3**0?li 

L. -e^S$-i2H^3 3 2(CS#ML^f^ (S9 
0 7). ^SSfKtR3 3 1 *'f.li§fft3 y-f V74 2 6 
£8!*£ilU JJEXr-f TS 9 0 5TttfflU:Att»7- 

ftDtik^OSfrh&fith (S909) . 
[006 1] Znkolz. ^'Jtf-F 1 09«0|2H^ 
i^3 3 2tc. ^m^%tlKTV9>\>\&1)<r)\m&m. 
LtcT^^\^mmL9 1 3*«lftUT*J<C4:fc 

■oT, flUlf. l^*/UCD*KIOSKiB**fcJ:$ 

** LfclfflMWSta J: o =Sr«ffl*^ 

[00 6 2]&is. rmfi.&L®fS(.i 0)®&tft®£. 

^tefcrtftt. *<0igH**»L'C«>J:V*. 4fc. 
/Wii}:JJl**ni]»9 1 3fct ^JE«ri»^*l»CtAfc:« 
#ftLTtMW4 £ k k LT i J; 
[ 0 0 6 3 ] $ :iW&Kft££ftujitf^ k 

H10 9c7)^aW^T-^ffijt (*??&tfECC7*D 

9 7 y TkffiTCfcft 0 *]Efm*7-fa&SJL£ 

rT5^!ftfjft«rillRj £i2liRSi<£3 3 2fcfittU 
^ft^ff&fcflfftSJgfc^y y l/OK 

[0 0 64] 9. 77 7yi^!) 3 0 3£ft<7)I£ 

vtf:&KWs£??££isi9£U Zti^VuVQtttilZ 
^Tv\'y^7v7-r-^S:ffi7&tl»^k(c t tO. StX 



tbtil. «r>T, *«J:3*fT*£l»it*-4*3"C* { 
j^k&l.. 

[006 5] HI 2li. ^*'J*-h'10 9(7)!2iIMfeB 

332 m#imm& 3 3 1 tz&mvT- 9 k . * 

0T*>6. ££T(i, 3yha-;HC30 2<Ol2IIg|5 

3 2 l^'ttsantittsi 0 0 imsL-thw 

[0066] y^yya^t^OSCIi. 5 12A4 

hot?? 1 oo4rtK. 16A--Y bo&mmm 0 

I^£f8tfrt6*:#>?)8A'>f hcoECCr-* 1 0 0 
6t. *c0^tT-?<0£j$.lzm^L>tltz**7y7- 

***ww- ht:#><n> s ; u hmxmni 007 k*^ 

[ 0 0 6 7 ] fftSWC (a-f(:ffi!!§^37 
^WfcJflWC) 79-tA*Iffi&imte-t9 91 004 

?wr*> o . &5fiiii£ i o o 5 tt . wmi: ( * * o * 

XWBMBMrChh. £cO«ta^T-^«tiSk-rS£k 

xi>, i»hrwi o o 7<r>\*im*%g.2tihz.tm^ 
£m±tzzttfx'$&. 

[0068] ftftffJCIi. PC 1 0 2 J ^7°U—Y2 0 1 

«, •t^^ioo4rkic, aT«*«cfe->T. 75 

vy^t'J 3 0 3 ^>BIEffiK3 3 2^i8iEWK3 3 
UCr-*«MAU:0. BWfflLfcOT*. ££t" 
(i, t-f. PC10 2*^^'J*-K10 9{Ct-^S- 
*Satr»* ( S 1 0 0 1 ) 

( 1 ) PC 1 0 2<i. ^'Jtf-M 09l l ZttlXfi i '7 

yf-mcoftmmxti. tit. o 
9^3>ho-/n C302«. ^ss^a^n^ssi 

0 0 3T'SL^[^^L (SI 00 5) . 

>?-mt lxpc io2mzm& (si 002) . 

[00 69 3 {2)W%Ltzii*7>?~fct.mzmk 
LTV^VX^-@3 2 3aS^T-fri D34 lk 

*><yu7- H^^-rs ( s 1 0 0 3 ) . 

(3) m%ihXs^ Hz9tWT-9Zrtxv-YX' 
1&%itLtcVL,. ^t'J^-h'l 0 9(CiiS (S 1 00 
4) . i^k#. *Satf^S-fe^^«:*&S&^4ffi« 

(4) ^t'J^-Kl 0 9«i. gWo^Bf^ftr-^ 
Sr. ftlZZtltz*.? 9 I 0 0 4(CS#S ! O (SI 00 
6) . 

[0070] ( 5 ) ^(m^Wr—tfrh E C C ^fttf 
U ±E-t^^lc»iE-r4ttSfi9l*10 0 5fc:. ECC 



(!ll))03-233795 (P2 0 0 3-2 3 3 7 9 5 A) 



T-^lOOetUTffi^jitf (SI 007) . 

( 6 ) awe, 1 1 uz%im->tz* 

vyt-m&mffm 1007 izm atr < s 1 0 0 

8) . 

ifcfc. PC102A J ^^>J^-H109*^r-^^S! 

( S 1 0 1 1 ) <0*««rKflt*. 
[007 1] (1) PC 10 214, **yj*-F1.09 

B*f*. -fit. *«'J*-K 10 9(4, JSffi 
Sfifc-te? * 1 0 0 4tf>BfiHfcT-**flt£Sl*as UT 
PC10 2taj*L (SI 0 1 6) . PC10 2J4. -f- 
*WMfc'f-*fc»tK* ( S 1 0 1 2 ) . 
(2) «t. **U*-F1 0 914. i%JZZixK±?9 
1 0 0 4 £ttJ&?&ffi5Bffitt 1 0 0 5«RW 1 0 0 
7 (cffilAStifc;* ^^-fcfcfl&WB LT P C 1 0 2 fc 
SWjL (S 1 0 1 7) . PC 1 0 214. %<F>ii^>9- 
tt*«WR6 ( S 1 0 1 3 ) . 
[0072] (3) f^tBUc^^HIfc. RHdR 
ft tT^I)V^.^-^3 2 3 a.RTS*T 4 7 I D 3 4 1 
fc*»6AW7-F ( S 1 0 1 4 ) . 

(4) w«7-Ktffl^T. HS^^r-^^m^-r 

& (S 101 5) . 

«>U TIE&aSXVfc: 4 0 . *z9 9\00A 
^T-*#3Sg$*Vt^Si§-&t;:l4. >»XM«1 0 07 
*6R*HJ3>ifca t, 7CCO 

[0073] Cl<04dt. 777^*^3031^ 
tc. a— f*>£>(4JU&vM77-feX-C#&U) Rgt^ 

mt Lxemeami 007 twt. -ecittstt^n^ 

ij *J v L1z*X "7- YX'f-9 fcflHHfc L 

<8*W i>.Ih"t*. ^ESra.— "ffc 4 £ r- 9 OttS'/C* 

0 7»4, Ecczmithtitb<?>!mmm 005 ti 

Xhilif, 777^t'J3 03 ft Wflfifl5««tCRJt 

[0 0 74] tt:. *^y^-<i(4. SJ8rC*ofc#, 

^'J30 3^<^»SjL»I3»* *f«t L-Ti 4 
3 0 3<?)i&aTHUXi:^ 

013J4, mmr^uxtmmr^uxt^num 
^.tm^i^tmxh o . ( a > u&sitott&n 

flL ( b ) ttSSMWtfftEHB. ( c ) »4 ( a ) tzm 
•th^T-yfV 110 1. ( d ) (4 ( b ) t#j£-f i> 
S»T-7*/H 1 Olfcijrf. 
[00 7 5] ddT. £$r-:7>l 1 0 114. 

i/o.* * 'J 3 0 3 y ;?<7)#^) fc £ 



0 2rt«flF»»«rliMMW»t:«#S<i. 12Hfi®7:? 
**MW»3 2 5*#BU««7?-fe*W»S3 2 6(C 

[0076] ;<*lM-r-'l 0 9K7?-feX-f£&f§ 
(4. >* ij—Y 1 0 94^3WK#£tl>t'<.T<7) 
•f-*2IB <77 7i'i**t;3 0 3£flWtt&£'t<D 
ftST/Dy?) t-f-^$rtf#a^ScOT'<4^<. l&g 

7Hux(c4-5T^-c^i,f&aw^T-^S[a (Ha 

7u v?) lzCDA-'r-9£WZ&tsZttfX'Zl. ZCO 
S*«0-O(4. 7yy ioL*=E>J 3 0 3 L 

-f-LT. *0)£o%X1&7vv9&mmW 

<r>7v-v9tw.%mz-tz%&xh-oXh. z<nn&m 

erm££%Wl7—7'Mz6M. LXH<ZtX\ mL<nm 

<,i®ftztih<7)x\ mmmzttixmmtkttcfr 

[007 7] kZbbK mtlLCOT-U vtfr^hyTl 
>V*F**^)*-Y\0 9iZimLtz ]f ). WmLti*)t 

iztzm'omLx^ht. t&i7'n7?o77^y 

T-^a ytfitTcta . o4 9 . HI 3 < a ) K^Sil 

[0078] ztLX'it. mm. ^T-?**^)* 

-Yl0 9temLlotLtzt*lz. ^t«y*-Kl 

0 9 WlWlflWr31«««t*»t=SrV^T. ^^P y 
tS#ji^3^yH TWrite address count j ZWft 

?&mm ^m.mr ix 1 1 ? . ms 

^•C*l»tt)^^. ^D y^ftt^aJtnvy 
H TRead address count j Sr^^ : ftl>^S* { ^> , ). ^ 
sS^T - 9&)V T)V9 ■i m>kim& btc-iX L£ o . 
[00 7 9] CC0Pa1jg^K^-tl»7Tffii:L.T. ClfiO^t 
'J^-Hl 09^3>-hD-;H C302(4. 9r3tK» 
frt>coa-?> KtSo'V^T. Sffllf— 7";H 1 0 1 

3 0 2coav>-H«^Si)WgK3 2 2i4. SEttf— 7"/H 

1 o l Z®zmz.Z>tz#><r>mm3-?v h'*«3vy Kfy 

/it<*^5^-^*fflv^T3E8lT-^l lOl^S 

[0080] znmmwmt. mi^^z^tihm 

i>^TJ4. 77 yya^t'J 3 0 3lCi>WC. 01 3 
(a) t^$fLi,43(C. Hm.7Yl>X01Bt.U2\,Z-7T 

4 Mneiztt&thT'-fwm.L, vmrvvxi 
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£7 t >f M i le2$:8jj£-f St - tfitfc&tl b ? I . 
*t/C. S&T-7VH 1 0 1 t={d, HI 3 (c) 

zix&xoiz, hp* fc with 

±tH«t. aa7F^±(C*Jlr%T<>. 7 t 4 /Wile 
2<aT-?a J J5'J<7)77'f ;Wi leKOr-^fcg&fVCtStt 

[0081] i<0j:a<:tt»*rW«UJ:?fc9i-4*M» 
75 7x*^t'J 3 0 3£*tLT. 8£?)77 
-f Mi lelogftttfcllfiH-* tS:Stt±E#M3 vy 

wavyKfl5g&lf8i&3 2 2{4. WMawHai; 
A-5^-^t{*-)T. 7VH 1 0 1£01 3 

(d) K^S*U>l*]gK#£Jg|*.£. o49. 77 7^ 

j.** 'J 3 0 30S«RV»ar H U^O««Hffili, 
HI 3 (b) ti*$ft!>J:p£33g$ft&. 
[00823013(b) fcjj^;h^raffi0A>MM>>& 
4 ? (c . ii/D v 9 OEEtt^-ft; l/cwfirv He t J*);b 
<^f. 7r-fMilelfc1Mt*4 2o<9!&l7*n«>r?j&t 

[0083] Jilt<0 4 9 ^Wr-^fV 1 1 0 1 a 308 
14, Msmyay^coyy^^yf—^symm-f^ 
^tT'=Sr< . 7 5 -y a .* 3 0 3 OiSlEfttt 3 3 
2 tfttSM&m 3 1 Ztit'ixWA X£$£g.-fh%& 

•>9b ixm 9 IT 6*1* J: 9 K3S&T-77P 1 1 0 1 
JJtt ft «HT»tW>T . ?B««rfH«a366«rttfc 

[0084] <XH. iO^t'J^-Hl 09*«#r4* 

3-7 y FStf v y F£ Sff L^«^Ol!imcoi * 

^^U 3 0 3^^37*0 v^T^T. 

ajfwkwu wmmzmzttmkKiT^h 

04 0. *M*7-n>/^»i. fcfcflWB 
JI7n yy~e£>ft. 

[0085] 4fc, *m*'JXhrJ-7yHfc{i, 37V 
HIDgMIW 3 2 2 #JBS»t^ff=Tffi43 vy F<W 
fcOTfc 1 ?. -ecO^Cij(tS777^i^ ; E'J303 
le£«t ft£T?)5fe?8£7*a * ?O**<0-||*KfW 
ftTtWt^rJvyFT'&ft. ^IM-Fl 0 9Kteffi$ 
*Vtuft77y^*.X*'J3 0 3«i, Sl'ii^S-ffo W 
tC7*o vtmQX'n-tSff&tf'ggk £*ift* { , f£7)M 

nix&^tzjftfzo&mzmz&tszbtfx'Zz. z 



ZX\ .I^t'Jrt-Kl 0914. -e-^ffiS?-0l)^J6 
iz. *m&»z bavyvbmo-vy F&5MNI&C 
S&ftl/t^ft. 

[0086] ^4. 777i/i>(t l J303li. 014 
( a ) Ci^Sftft 4 3 &!&Bl7'o -y ?&tf!ft)il7*a -y ? 

OffifflttBfc-fft. ;^-C'(±. Ita7n.y^0~2*^ 
ii/Q7?0-2. 4&tf5#**B£7' 

o-y7fc&->-tuft. i^KJBCiJV^Ii, avyF^J 

sum* 3 2 2mz&mtix^&mio * f 1 2 0 

314. 014 (b) fc^SitirtSfc^roTv^ft. 
X\ *ffi4'J^M2 03li. 777-/^t'J303 
£ffij£-f ft ■kXnim.T'n 7 ? K*ftf?t 6x y F -fr 
t&ftietex-T^T'&O. r?vy FHS0WS3 2 2 
M4ftitHJtiPcDTT\ tt&t%W&7uv7<7)m&m\,z 

"1" ) *tfiS»$*i*. 

[0 087] 014 (c)«i, £<0J:3$r#»(cfeVvC 
P C 1 0 2 ^>7 V— V 2 0 1 'J X h v v y F b 

M* 3 v y K Sr ffl i ^ *I5 K7n v S: i 
IWSr^-r7n-0-C'J>*. 777y^ ; E l J3 
0 3Wi, 014 (d) £5n$:ft£43K. 11/d 7 
^<7)ffiffl*t«SrSrf FAT (File Allocation Table) 

^7—7*^"^$ v»4 i> <o b -r 6 . 

[0088] PC 1 0 2^7-U—V2 0 l^^l-gP^S 

X^%\->74 V/mmzti^X. Ztojt^Oti—Y 1 0 
9\znLXMn&)XY-i~?yV$:ffiTth (SI 20 

1) . -ewnvyHSr^ttlX^fc^^U^-H 1 09C0 
3"7yFWj@H1iP»3 2 214. l*lSI5(c^TI.*M*UX 

m 2 0 3 **m-t& zbx\ 1 *«a«sfLT ^ 

-&%a7D-y^O##0~2. 4at>*5S-if#SL. 

[0089] m^X. WMMHtt. 777y^t'J3 

0 3fcttM£4lfcBl 4 (d ) (C^$tLl»liS7*a-y^ 

02) . ZLX. Hl2r>e)ZT y7°S 1 2 0 l&tfS 

1 20 2"CKflLfcflHBK:Si^^T, fflf*^ri8*7*Q y 

7*o -y? (^dT'<4, mm7u<v94b5) ZftfeLtz 
mz (Xf- y7"S 1 203) . ^*U*-F10 9t:» 
LT. •?-flf»7'D y^4i:50#^^L/v:^'£3-7 
»<&f&fti> (T-r-yTS 1 2 04). f»37>H 
Itz* =£ V ft- F 1 0 9 <03 vy F¥4£M0Kff 3 

2 2J4, T?-tX®m3 25. 3 2 6{C^lrtbt^ 
H4 0 . fltSSflfefta7*D -y ^ 4 fc 5 S-«KH*-f 

[0090] Ztllz£r>X. i>L. %<r>im.7v-v24 
b 5A,oS$2.A*<%^L7t^W4. -f-^ayD -y 
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- h 1 o 9mw.wiiZmE-thmzzmm!&z®. 
m-t h ^.—fmAr- 5*-mt-t& %&<,zm h m 
AT-?mmmmz^ximt&. zzx\ iat 
tn^-^-mzmwhtzfrnT-?? 

*ot, ^t'J^-Kl 0 9Ol2IiE^$3 3 2'\<7)7? 
■txtfmZhfziEMOJL— f b LT**1M-K l 0 

[0091] zcoio^^za^x. mmm3 2 

^7 9 -feXOJg \Z a.— f (c*f t r 0 & LJIAt- ? 
£A7J-T6^i:£g:&U:>K -e-^Ar-^fXBfg 
$3 3 2£fgfcW!»dfcfcL£<5D-C<;i. ^JE#t±oT 
igS£®lS3 3 2(;r^-bx-rs«P8$r* 

-rsfs^-- f iz* ^xn.t>titz ^hT^mh . 
[0092] ztimitt zKtbiz. ^mr-ftm® 

iz. MAr-nz-o^Xl. MA^ISSt^N'XV-H 

x^&Lxfrhmrtzt^oMimthixh. i 

£ Jl&TtlA'l;:^?- H £ ATI t ttttltf & 
T\ CKO^'J^-M 0 9ti. *£S£{IAt-*£ 

n o s l atj-t s ^ t * EjS-ri. tafrg* #-r h . 

[ 0 0 9 3 ] ! 1 5Ji, IgiE^^WU-^ 2 0 1 1 

y #-K l o 9isiW)ifix-^y^RtA±i!^fg« 
^1^-^20 i<onm.\sm 2 1 6at/^tu*-Hi 

0 9cO!ZIEg?3 2 UzX-oXmZLZtlZ. 

&J;oK. 7V-^2 0lco!2SElHlK2 16Ji. Bf^b 

msm^itmvmti&miz, y*-F i o 9tc£& 
SflfcV*?-^ 2 3 a k m-cow&mx'$>z>-?xi> 

1 \,zm%<r> I Dt-JbS^H^ I D 1 3 0 2 1 fri^IE 
[00 94] ttz. ^*U^-H10 9C0!2SE^3 2 1 

»^taii^-C'ifci»«sffiii* i DWMimm 3 1 o 
to.— pdf-iat*«i 3 i i k&#t*. mmn 

DPI21f^«il 3 1 0(i, CO^tU^-Hl 0 9<7)!Z 
fE^3 3 2^<7)T^-fe^*^S^^T^|g§|o)g 
2s@S I D £EH LTiX ^^^feiiSiST'J> 0 . a- 
-f*-!51iil«l 3 1 U±, fflAr-? t LTMS*^ 

[0095] mmtammmt. ttTcornvx-bi. 
\x^mx'<r>^^sjf^mzm^htihm^ 

(1) *^'.M-K1 09fcTU— \*20 1fc££gft- 



tb. it. 7V-- \*201ia. -?X?-&130l£ 

fflwcasisw i d 1 302£nf^kU **y#-K 

1 0 9£M6. 

[0096] (2) **y#-F10 9li. 
Bf^LSftfcSSslSlr I D 1 3 0 2£-?xf-®3 2 3 
a-cm^U ^^^C^^ilfl-I D 1 3 0 2**BHC«IS§ 

Etfri Di?iBigs^i 3 1 0KfgM$*i-a^fc$-r 

( 3 ) -e^n, Btctasmw i d 1 3 o 2t>mmti 
x^ztg&it. im^rniUcW^ru— Y2onzm 

ttU I D 1 3 0 2*^W§a-CO=2r^ 

[00 97] (4) rW— V2 0 1(±. a— f^-OA 

1 0 9(CjM^.. 

(5) **y#-M 09ii, mt>tix£K3-—y*- 
bj-#>3-— t f*-a&mm 3 1 iKtett$*i-o^i 

Wi^l 3 1 ltfST'&ofcii^li. 
$r7V _ Jr2 01^5i»I-ri.ti:t>^. ±E^f- /7" 
( 3 ) TH *t L^tSSIl* I D 1 3 0 2 m%®% I D 
fflE1g^l3l0^tS»tri». 

[0098] ztiizx-ix. 3.—?m%i-mi$b* 
* k 1 0 9 b zmixmm itz^mAr-^ 

(jL—f^-XnxiJtf-mbZti&tf. 20g»c 

h^xu. ^(Dim^m/smi vtfm^ixx&m$) 
izmmrrni-t&nx'. w/. mkT—s>cr)xtii^. 

HKhZbtetcW iKC. *^*y^-Hl 0 9fcPC 
1 0 2*?7'V- -V2 0 1 ^?l-g?«ll5i:^I2SE7-D h a 
)V<mffimizr>\ . 12 1 6 &tf0 1 7 2r ffl ^X ffi*%-t 

[0099] Hi6(i, "mmz&ht^ii-vi 0 
9t^«s (jid-cji, ru-- V2 0D bnmsjf- 
mz*-rmm^~<!ryxmx'hh. zzxntmiz. ± 
tc. %mmizi&&y'u- j r2o icom.m2 1 6, p 
c io2co®mm?7&i 1 1 ba^^y^-Hi 

0 9O!2liEgi53 2 UCi-sT^i^tlS. ^^E'J 

1 0 90V^^-SieiilP3 2 3KI4, 8f#-fk$ 
n^-7X^-£| (^kv^.^-a3 2 3b) #fg#i£ 
n-Cfc 1 ), 1fg|c«lS3 04W±, ^f^7ID341t 
iDi.T , •ttO^T-f TID34 l£Hg^-{bLTi#f>ill> 
^i7^ r -f T I D 3 4 3 i>tSW?^T 1^6 tcOfc-T 

loioo] t-f. rv-*?2Q iii, >^y*-Hi 
09lza-?yp$:%?&ZbX\ K 1 0 9<r> 

v^^-^3 2 3b?rSXyajL. fA>f^i2 1 1 at 

1 0 9l,zte%iZiXX^hi%mk?X?-&3 2 3 b*<^ 
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ftot. C(071/-t2 0 \ti<tthT>Uxm2 1 1 

[0 1 0 1] tit^X. TU-^20 Hi. ^tUtf-H 
10 9KavyF£Htl>.rkT\ *t'Jjfr-Fl 09 
co^t-<TI D34 lSrUOtHL. mTtZtitzlMi-? X 

* y#-F i o gidattsn-cv^-t^jtr^-r-f r i 

D 3 4 3 ilfclRfcJH (r » MlfcWTrt-rf 'J XjU 

fc|S|--C*«.. ftot. ii-C<0*^fl:t:J:-5T. 
U*-H10 9*W4**AT^^-<riD34 3t 
|S|-CD-fe* a 7* r -f 7 I D tmhtll . 

[oi 02] hot. -f^^-b^far^T-fr i D-5-n 

-fftS-JSWC. ru-t2 0 1 fc>*'J#-Fl 0 9 
Ji. IKSBKfcfrfcS. l>f<l*tJ3l> 
Ti. ffi*»!80Bak:jft*Lfc*«*»**rt (OK/ 

ng) mt. tnmm£izmtfLx%£itif%<m 

^*<7)tltff 2 0 1 SI/ 1 0 9 tfBK&lftg; tfc«*(C^) 
*-*U «5BiE*tt0iE't*t:3aW-*ttlf 

[0103] S^T. fflSSIEfcyiaW« k , 

2 0 Hi. -X^'J^-Fl 0 9OMS$3 3 2K7;5' 

If. 8Kffitt3 3 2j&»6?-**M*ffit*a?JMi 
{f. ^COaWF TSecureReadaddress countj <T>^y 
X—9 (2 4tS Yg&TYV'X r address j k8t*7 
Y&<r>l)*7>h rcountj ) 2r-b^i7S|-CBt^kt. 
f»6*ifc«W«9.x-*fc. Waiypwy (a 
WF^Sgl fSecureReadj Srjjcf 6t'y F*cr>a- 
F) fc*»LT»Ml*«*lfc:T7VFfc*ty;&- 
Fl0 9Kil&3>. 

[0 1 04] Bff-^avyFSrSltlXo^t'J^-F 
109J1. -e^^a^avyFcoffiS*!^*. ; 
i"tti. BfijW*3 3 2*»fe«tt*ajL3 , eyF r Secu 
reRead j "Cft $ k . *OtSJR, 8KfRtt 3 3 2 

a-?> Ftc^iftTV^^;*-^. IBSBiFCftt 

-Mi. 7U— **2 0 1KiSVVtBt^-{tavyF££,£-f 
£KcJiJ»6*lfclft97Jl':*>JXfc(CttJ&f- JOT", ffl 
BBBaWfcftLTV>#iar. W%, jR*<0liHTfflV^ft. 
4-fe*jL7ft&MRl/0>fitf. COS^-lCcto-Cfl^ 

[0105] *LT. **y#-F109li. S^Six 

^k*-4 2 5*BH««3 3 2*^tt*aSL, 
■fe* *7«fcJ: K>mmtl7ls-*2 0 1 tiSfttl.. 
7U~ **20H4. HteflTSfcr-**. ttSBSY 



-4 2 5<??Bi^'fttcfflv^iiJt7;Wa' , JXi,H«JE-r4 
4. 

[0 106] X*y*-Fl 09fi. &Effitt3 

3 2^77-fe*a-7yF«9HtT£&*S£fc:. 
J8^fc-b*.x7tt£«* <JB*> -T4. ^ftlci^T. 

F 1 0 9comMM®3 3 2C7^-feXT45l- 

^afix-7yxiat-*6. ii-cii. .xtytf-Fi 

0 9t71/-t2 0 1li IrvWV • VXXVXmST) 
[0 107] !/tf-Fl 0 9li. 7U— f 20 1 (?) 

>isT-9tLx~rv- j ?2Quzmi>. xu-^20 

T-*£«fr9fcU ^X^yXr-^fcLT^^y^- 
F109fcjg-f. ^^U^-Fl 0 9ti. -fc7)U-X;Ky 
-*r-?k, ^^yvr-^kUTillo^aitS-iif^ 

itixmtih*&iti-vv>i;7-? tomb. - 

StLtV^%&t(i. 7l/-*2 0 ltf>BHfclii*U: 
(OK) kfSIStU *07V~ V2 0 l*^i*A>tiT< 

4 aa^tt 3 3 2 'Vtfor ^ -t x a v y F £S»tWt 4 . 

a»L«r*»->fc (NG) L^kfggSL. tU *<^MC7 
^2 0 1 3&^i2EEIH«3 3 2W?-b^37y F 

[0 108] H«KLT, 71^— ^20 1(i. ^^'J^ 
— F 1 0 9»IE3tt^^iE-f 4^(C ±fdl2Ukll« 

VyitT-ttLXX^Jil-Yl 0 9tca*. 
Xr-F 10 914. i50jE3tt*8HW-&^»t. *W 
^+^y^'T-^$rBi^-{tL. UX^yx-r-^kLT 
71^-^2 0 HCjR-f. 7V- J V2 0 1(i. 
>X-f-?k. ^■vl^yxT-^kLT)I-5^aiS:^B| 
mtlxnhixhmit^vy'JT—^tiOML. 
H*LT^*«^(CI4. 1 0 9^BSEtCj£ 

*L7c (OK) k!2iSL. *«^*!/*-Hl 0 9*012 
SEIiiS3 3 2^7^-feX3?:fi : P. JtfMi 
-ScL^ofc^Wi. f§liE(ciS*L^*>o/c 

(NG) LfcfcBBU t«y*'J*-H10 9«BB 
1KW 3 3 2 ^<07 ? -b XJiBr^-f & . 

[ 0 1 0 9 3 Cfi.<offli;f2iiE(Cfcltl>Bf^t7;P 
d<)XM±^ y*-F 1 09S.I/7U— V20 1^ 
jES^WS^JbSRO. ^T|5I-T'S>&. ^^c. *^y 
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it- F 1 0 9&tfTl'-*2 0 1 li. -eft-fftO)I2l£E& 
•b^aTSttLT. ■X J 61/*-K10 9*>i3iEfH«3 3 

o«sn i o 9st/2 o i mmsEmviUztfrkizv) 

fcjStfSTiBfc&D. -ntioT. Bffiffl*3 3 2fc7? 

[0 1 10] **aTSI«it*at LT, BfrSf 
ftf-* uyyf-^t wx^yxf-^ t^ar^f 

fc s *^^eu*- F 1 0 90i8iEffitf3 3 2 t^lHS 
$3 3 1 fc<3^#tl<0^8ftfc:ovvt<9^fflfco^ 

•c. mi8%.vmi 9zm^xw 3 ftt&. hi su, *t 

*tt«)7 9 v v a* ^ 'J 3 0 3 cOffiWRS 
^•tH-C^S. 018 (a) 777^t'J3 
0 3 0!foJl7*o >y 7 <7)fftJ&£ t'J?7 7T*> S . 

t o 1 1 1 ] 0 1 8 ( b ) «, mm&®T7-tx®m 
m 2 6ft(o*w%%^mm{zmfrti?>ftmEm® 

3 3 1 3fflO$3&-f-7> 1 1 0 3X'h *) . ftBBflltt 
3 3 1 «ISa7n -y ? t ?fcjlI7n -y ? fc <9*fit:«#fg 
KteflTH*. ^fEaE««r^H:^fll»a3 2 6U. £ 

<o3S»r- tvp 1103 z t x\ mmr f u 

[ 0 1 1 2 ] H 1 8 ( c ) tt. t2,atm®T 7 -tXMW® 
3 2 5 A^F»%^eilfiW9t:B«4l&iaEfltt3 3 
2#mv3®tf—'7n' 1 1 0 2?£> 9 , I2SE^iS3 3 2 

cot&aru >y ? t ^uro - y ? t ^*f£B»*fg*rts*i. 

Tl^£. BE««T^Hs^lW«W3 2 5li, ;««f 
-77H 10 2£#Bft6.IfcT\ W17Kl/X£Wi 

[01133 «IM8«38e»KiiV^tt. 018(a) 
{c*£ftl>J:3{;:» 7?v>>x* ; tV3 03<?>ttMmi& 
vfcEttNHH (H«7*n -y 7 0 0 0 0-E F F F ) 

•y?000O-DFF F ##121111$ 3 3 1 KgiJ 9 ST 

hti. ±{tL7 vuxiztmt^myn-y oo 
ef f Fmmmm3 2tzm%x t>tix^i. 

[0 114] *LT. 018 (b) iz^ittz^mr- 
7/H 1 0 2»t>Mi>l X o fc, $BEEffltt3 3 1 tfc 
^S7*n y^i:f&g7n-y^<oS#*J-Sc-rS 
J:3fc*tJfr?»t£fiTir>4. 018 (c) fcipS 
*lfcSE»?-7/H 1 0 3ft>J9#ft>&J:3&. BEEffltt 
3.3 2fci3Vvttt, fta7'P y?tt&a7o-y^fcJi s 

^^^nm/^mmz^x^h. -ofo. mmya 

•y ? 0 0 0 0-0 F FF*tl?tdWm-fa v?EFF 



lzt3\,^xm®^<D±tt:W£7ny7(VT-?im ! $> 

[01 1 5] 019 (a) ~ (c) li. tt#tl£XKL 
^7 5 y j'a** 'J 3 0 3O«ffl«®$-^t0T'* 

o» -weft, ^5ifr«0i 8 ( a) - < c ) 

4. *is. «WW«3ai. **>7KUX*fii&*-** 

2 2(=AAdii^2:#ic. avy Kfl)8W»«3 2 2fc 
J:->TBW»*T^-fe^M«i3 2 5 l*W2a8r-7> 
1 1 0 2fttf?ISBflUfi3 3 1 rt^Eflif— 7*/H 1 0 

[01 16] 019 (a)~(c) Iz^Zix&koiz^ 

zzx-ii. mmya 7?EoootDFFF mzm*ti 
x^tzmmmmya y^DoootcFF Fiat» 

000 (hex) tmm®3 3 201M 

XS:1 00 0 (hex) j&tSflDStfTO*. -tflCffo 
0 1 9 ( b ) J: -5 C, ^12IEffl«{3 3 1 

«f-/>H10 3WXIi 100 0 (hex) 

mcoxyhv-tttzvm-zti. *<m%. mm?*-? 

7 0 0 0 0-C F FFttZMJ&thWmT'V"/ ^0000 
-CFFF^$i^TV^|)„ 019 (c) tZipZ 
ti&Jzo K. f2U^3 3 20fS&r-7*/V l l 0 2« 
t-^xti, iooo (hex) iiwcyh 'J-^iftiiJP 
Stl. !&S7*o-y?0 0 0 0-1 FFFfc^f 

mtimmya-y ?e f f f-d o o o*%§fiT^ 

[0 117] icoiot, 757y^t l J 303<9- 

^KW9. *0«IW<7)fHttCJ:oT*««<?>9--fXf 
^S-tl»c:t(cJ:9, io^t'JXr-H 1 0 9^mc 

mm. mm. mi-^TVfjvmmvtemgg 

i o i 1 8 1 *lx. mmm&x/mm.m^-rtnz 
fc^Tt, ^mzm^7Yvxmm^"/7t^m 

mzft^7VVAnim7u~ / 9\,zfafr'>X. ffifflL 

x^<*o tzmmrv ? timra v ? t 

1 ^ t x\ mmvfoWAzft o T-^iaawwauPKP 

BEffiK3 3 2^ffl<^mr-7';P 1 1 0 2t4mmffi& 

3 3 1 9JB^Safi-r-7*/l' 1 1 0 3 1 t^-St LTRtt* 

[0 119] ^rfc, 3 2iza\,^xii. 7*D7 

x^fctK zcoxo^mz^ti-r. mta: 
comx-mmt l^o . *<* bcomxmmt txi,* 



[oi 20] mia. pc 1 02^1^-^20 us. 
**y*-i< i o 9<7)mmm 3 2izT7 

W3?y KfcSWfcKfcH tmmz* * F 
1 0 9 fc coSlft> J !#gfc 37y FtfflttUc J: 

TtJ:V\ (flitf. ##&*:JVyF rSecureWritej 

Kov^Tii. ^^E'J^-Fi 0 9A^B|^-fl:-ex^-Sl 
3 2 3 b^r 7 1 D 3 4 1 Srffi 0 ffit £Wifc < . 
ttftVim. (X^VJi—Y- 1 0 9(C«fc SflSfsOgfE*: 
ft) fcjSS!r*S*f»*T. IM- F 1 0 9CJ: OUff 

[0 1 2 1 ] 4fc % *»B^*';*-F 1 0 9*qW- 
l.7 5-/^a^ ; E'J3 0 3$-fl!l<7)ieif>T-fT. Mi 

GT, >\-Ft4X*\ 3fcr-f x*. siaasiT-fx?^ 

^F»5Mt <"7fcB&aii-C t*&<D!fc l§l«?<9g«ft 

mmmm^mim- Kansas*.* £ t as 3 * 

[0 122] 

•j fc . nut E*»?t* * towgb f> tot 2 ocoeit 

X^smS&^tSi. li^MfflllllfiKi, Mia^l2M{S^ 
^neVTflHK: J: £ 7? -fe x <MHBE£tt7 
^-feXfllffllgSfc. «K**«S^£Stt£a«E-*4fcrt> 

$slz Z.&7 7 HF^rt 6 SBfg«7 7 -fe xSUfflSP t 

**ru mmmmmtmmmimmt. #rB*»» 
&s * v tw-fevt xnma itzt mmm 2 # lt 
®t>tih&mmzm%Tt,ti. memm-jxxx® 
bw±. mm^mmzii^hWimT^xt'm.r^v 
x t mmm-tmmm.m-7>\< t . swiggE 

HWKfetttWirFl'XtlWirFl'XkWWJES:* 

izfenxm&m.m^T-^ii'Wm&mmmi 

x i2SSHStt7?-fexM»aBi. mmM.%m.Wr-zr 
Mzm^xmi'&fmmzs.hTt-txzmwL, m 
isMME«H7?-texiwawKi. m&ngffffittxtt?' 
-^tawi ^xwiOT^JWSfc: «fc h7?*xmw 



(a 6) )03-233795 (P200 3-233795A) 



xnn^mt&m&^mmizm'omzbtL. m&wm 
xnmmb %z>£o izmmr vuxtvmr f ux t # 
I'X^jouww^ f vxemm. t%i£o izmwr f 

W x fc mmr F ux fc jMtf jfrW <c>ixT I ^ d fc 

fc-r*. 

[0123] iftfcJ: 0, ?f»SIt:^4f-^ 
tfrtSIfcT. r^/l^t^fciJI^fofc 

p< * >j fosses ixs . m£ffimmmz®T-7 
x ? izmmr f u-x k ^ar f x t #*t£-?it ^>ix, 
mr f uxcoi^iifc «t p t^ar f i^x t ymr f 

^Xk*<*tB5^{tii>tLT^I.^T\ t&arFwxo#m 

mmt£<vmm i mzixmmtf&<%h. act. * 

[0124] fflgEBKiB«r^-fex(B!l*P»atfiJiSHS 

fnsm^^.tsr^-fex^ws^T, 111-7 r 

SSCSS't & i ^T-# I cr>x\ r /l^<07 
^•feX*>*S2^S*il.. 

[ 0 1 2 5 ] £CT. M2aEg?{i. BSE^SSS-R* 
Lfc«T-^«:4JftL. i«aSK«I«7^-feXl!l»» 

^■^-5TH5iei2liE^«t^T^-feX^SiJffll-tl» i: LT 
Ztilzi-iX, #^^^U*-FkS^tSiS 
fc 0 i: 0 «J fi^fc IX t . BEfW*(=7^ -fe 

Xi%^it2i\X\^<?>X\ ®%fflt&\0)T-m%7?-t* 

izm-hWi±®mm<%z. 

[ 0 1 2 e ] *fc, mesasKi. me^issfcf-fr 

^X^y^S^fflSlggESrffVV buIE^®^ 

u y i^'r- ^ fc g ecoiEitt tBW"* tzMz±sSL Uz 
UZ*yx7-?bfrhmmT-9i:&J$.-?Z>bLX 
t>±i\ ZilizX^X. Sr-^<i. ¥m#**Vfi- 
F fc ^«SS5^^A^5i2IHC^ L£fc£ CW>« 

fcv^ltWfcWt&OT-, •e^d^r-^J-ffl^^ 
Itiltf 7 ^ -fe X-t* d fc § & ^i22EfiflJSO$£tt (4 
iO^v^ofc^s. 



[ o 1 2 7 ] t *: s mgXrf-msfrt>& t>inx <mn 

m%tiv§^itzhfz7\ ( i'X®tti>e>%t). mm 

izmx. mzfi>i}<?>9ymz£~>x%f%iiiimm 
7?-txzmmmibix{>£\.\ 

[0 128] ZtUZ&iX. ^cOTHU-XgBfcWBl 

* 9 a - f T<om*tt>m%mmitm t & s . ztz. m 
tvmtbj^o t-mzciz. *y a - 

SESPii , wEwraf- mmmizm ztit:m\T- 
fzm^^xnmz&zfrK memw-tizimz-t 
xmmmT-?£&m-&t Lxi>xw 
[0129] zixizx^x. mmmtz&uxtt. ®« 
y a- mm uzT-fiiftamn&co 

X\ ^jE*«SBB<0JB»K:»tT*v^3f^tt^lH«- 
ZZbtfTZZ. ifc. SE¥3MM*'J;&--FH:$& 

f t awe* &»»7*-*«fcR*as * y tcts 

[6i30] ttinm^mxmsummm&it. 
mBXrFmi£.b ^xm^^mtmm^b'm^ta 

tf><7)7 9 -t * ft* i. js^ast ft mi-th aJ9ft£*g ft* 

t-txmwffli, mmm.zm*xm&T—?zv8*Ht 

U »4>ftfc**fcT-*£«ffiI^Sra$:Ett1H 
«(£*£&tri:J:ifc. KIEaftSrfflEiif^kT-^fc: 

[0131] ztiizx-yx. m^m^msi^mmiz 

*^J:3&ff&ft&ait-&^fca^fiU&l>OT\ J: 9 
3c^^T-^E»*«ieS$n&. 1REMfflsIBU3 6 

c mtmmmwmimmmmzmz&tsKZT 
-tzmitthbbuz. msm.mmvmi.im 

ZGLXi>£K\ ZtUZ£r>X. ^fM^'Jtf-Fft 

mm Lxvmmmxftumimn* * y \*mzm.im 
»&t wwtiEK&mzffix. hzb mmtzt. 

[0 1 3 2] tfz, mPfm^^Utt. 7y 

typfto. mzmwmuz biz. 
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o^cft->T. miimmm.vm&mm®izmL 
WT-mmzmzmi; y * KW*aj us* * lt i> «t 

Mtcffi* LxtiKzbffx'Z h<nx\ &m%m mttf 

i o 1 3 3 ] ttz. ms&mmt. m&ntzMzKm 
Sftffiffl-r&a— m*t ix *<n a-f tcfflWofllWC 
tf i<D-e& 9, ttEMMBEMi 

znM-th z btfx-t hwsmmztmLxn<tztb<?> 
mmmi'mb. mgMmizXhvmjfmkztih 
b. znmTmfrimmm&mL. tammm 
tfmtmmmmmzmztmztix v >s 
l. mz®M2tix^iw&M±. mmmmzxh^ 

[0 134] ClfLti-j-C. ¥*fM%y*-Pfc8ft 

t» Ti>?iv%fflnmmzixx^hbbuz. mm. 

*StH*«lSiifc0»£BE»aiL. zcr>®mz£-oxm& 

tatm^^tix^n^mm-t^m^&Lb, m 
znx^&w,isiz(DKmmmm®frbmzTi''?>i' 
mmmx-m-tb t tt. «*«ufc«Eia»*«a 

[0 13 5] ^mci-oT, Ffctttt 
$iifcf f i;^;l*fN«<»)B6»ffl LHRftWIR-r* i t* { 

^aiLTr^o^fi^cif^-r&^tti t&wx'h-o 
x. m&m#**:v*i-m. massswuz, r-tu 
?m^£m&mTi;f/i&tt®tftetoztix^&b 
bi>iz. mmmmz. m^r^9)v^m^mm^Wi 
^tc j: hTittivtti) ftrp^r-r & ^m^^mti. 

mmz iot r *j 9iv%-hi?m &tix^& &mp*m 



^ftmzr iSfjimn* mmzta^-th 1 1 1 

[0 136] Z\tUZ£r>X. ¥igf*^ Utf- KKfSlft 

M«fMI»H*«ri6i:«r*. ^cOj:3tc. *#PBi. 
'r y^/lWftWieftttftfc LTcoffl^t 3 ye 3.-9 

®m£?i?h¥m#jtizvtj-mx'S>*) . mz «^ 
^mLmzwoTV9hmm<m^j:^Mivm.-fi> 

[0ilofB#&8ii3n 

[01 3 *9^?m?}»m^lt*« : HHI%ll£ff 

[03 ] W <V 3 >W n- K ? x TAUSS^ 7 D -y ? 

mxhh. 

[04 3 |5|71/-^A- K'>i7M^it7'o 7 ^ 

mx-hh. 

[05 3 RiNWc^tU^-H^HHa^N-H^xT 
fitj££Srf0T*£. 

[06 3 BnyayWU- V^ji/L-ffi^fM* 
[07 3 'H^yay^Bri'— i WWHWyifJ*- 

v<^mmiz7?-tx'tmcofflm>3vyvff)&m$ 
vktrnx-h*). ( a > tezmg^oTt-txitzmhiv 

—JU^ijkt . ( b ) {i#^<0Hf 4 XW^SziZtm&fr 

[08 3 ^f-^fconyf^JISlA-yny <&tf 
TFfyu-mX'hh. 

[09 3 W«r-^^03yr^yS:|i|^^tU^ 

±t h WlVE £ ^"f y n-mX'fo h . 
[010 3 V (JKfR^yay) tfffl^mgflt.* 

=& u ij- Y<nmmmzim^in.tzWt-^ Lm&ym 

[0113 V (.RXSM'tVziy) #ft¥3»M 

=& y ij- Y<nmLwmz^^t^^^9)V'&-m^ 
fL*&fc$h®ftZmt7u-mx'hh . 

[0123 t!M— KaeSEiItt&tf#BE 

[01 33 ISl^^^U^-KcoHSTHUXir^a 
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( a ) l£BCir*>*tJ6MII. ( b ) l;8Qgfft«o*tjei« 
flL { c ) tt ( a ) £*t£-f MBfcf— 7/K ( d ) li 
( b ) fc*«W*3Bftr- r^sr^-r. 
[0 1 4 ] * y F*«fr*S*fl|* 7'o 7 

I ? KB3lT6&fSg£!&H8-f 60T-*> 0 . ( a ) {iHSTo 

7 ?2UflWI7Q -y 7 ^<$J8*tli£* U ( b ) 
I tt»fc*Ht**iH*y.*b£ipU (c)JiPC102 
*>7U— f 2 0 l 'Jxh37yHijii37y 

ya-mx-h o , ( d > tit&gyo -y ?cD<$«tjyis£* 
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